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Roy Snell
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“I Don’t Want to Build a World 
Class Compliance Program”
Extreme Approaches Do Not Help a Company in the Long Run

I was puzzled when Dan Roach recently said this to me, “I don’t want to 
build a world class compliance program.” After years of constant effort to 
improve, I thought Dan was almost on par with my intellectual capacity. 

This was a big setback to that assumption. After he explained his perspective, 
my fears of his intellectual demise were momentarily unfounded.

Dan’s point was that we should be building a world class organization. We 
should not be building a world class compliance program or human resources 
department or audit department or fi nance department, et cetera. We should 
be building a world class bank, hospital, manufacturing fi rm, et cetera and an 
effective compliance program. If every department were to spend the resources 
necessary to become “world class,” the company not only would diminish its 
chances of achieving its mission and vision but probably would go out of busi-
ness as well.

Before I go on I need to say that one of the best compliance books ever writ-
ten is called Building a World Class Compliance Program, by Martin Biegelman. 
When I mentioned Dan’s point, Marty said, “I wanted to call the book “Build-
ing an Effective Compliance Program, but the publisher changed it.” Marty 
agrees with Dan, and despite the publisher’s fl air for the dramatic, this is a 
great book.

There are two extremes in any profession: coming up short and overkill. 
Some people have no clue how to implement a compliance program. They 
spend their time on ineffective projects and leave their organization exposed. 
Some request endless resources and run around like Chicken Little over using 
company resources. Neither approach helps the company in the long run.

Compliance and ethics programs are the most effective tools for dealing 
with society’s request for organizations to follow the rule of law and behave 
ethically. Our profession will do well. We can prosper on our own merits. 
We do not need to exaggerate. We do not need overkill. Society’s response to 
Sarbanes-Oxley was overkill. It did not serve us well. Let’s all get behind the 
overarching mission of our organizations and run effective compliance and 
ethics programs.
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HHS and FTC Release Guidance 
on HITECH Act Requirements for 

Safeguarding PHI and Breach 
Rules for HIPAA Covered Entities, 

Business Associates, 
and PHR Vendors

Covered Entities Must Update Policies and 
Practices to Avoid Growing Liabilities

Michael A. Dowell

On April 17, 2009, the Department of Health and 
Human Services (HHS) released guidance to 
health care providers, health plans, and health 

care clearinghouses and their business associates (cov-
ered entities) about the technologies and methodolo-
gies for rendering protected health information (PHI) 
secure.1 The HHS guidance will be utilized for purposes 
of determining when the new data breach notifi cation 
rules added to federal law under the Health Informa-
tion Technology for Economic and Clinical Health Act 
(HITECH Act) will require the covered entity to provide 
notifi cation of breach of the security of “unsecured pro-
tected health information.”

On April 16, 2009, the Federal Trade Commission 
(FTC) released proposed regulations to implement new 
health information data breach and other health infor-
mation privacy and security mandates included in the 
HITECH Act for Health Insurance Portability and Ac-
countability Act (HIPAA) business associates and per-
sonal health record (PHR) vendors providing or access-
ing PHRs and certain other consumer health informa-
tion.2 Covered entities and HIPAA business associates 
covered by the rules will be required to provide certain 
specifi ed notifi cations when and if a breach of PHI oc-
curs unless they comply with the applicable HHS or FTC 
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guidance (whichever is applicable) for safe-
guarding the data.

HHS GUIDANCE TO COVERED ENTITIES

The HITECH Act required HHS to issue in-
terim fi nal regulations requiring covered 
entities to provide for notifi cation in the 
case of breaches of unsecured PHI in ac-
cordance with the HITECH Act.  Section 
13402(h) of the HITECH Act defi nes “un-
secured protected health information” as 
PHI that is not secured through the use of 
a technology or methodology required in 
HHS guidance to render PHI unusable, un-
readable, or indecipherable to unauthor-
ized individuals.3

When Does a Breach Occur?
A breach of unsecured PHI occurs where 
there is an “unauthorized acquisition, ac-
cess, use, or disclosure of PHI which com-
promises the security or privacy of that in-
formation, except where the unauthorized 
person to whom the information was dis-
closed would not reasonably have been able 
to retain such information.”4 The HITECH 
Act includes exceptions to the “breach” def-
inition where: (1) the unauthorized acqui-
sition, access, or use of PHI is unintention-
al and made by an employee or individual 
acting under the authority of the covered 
entity or the business associate if the dis-
closure or use was made in good faith and 
within the scope of employment of the per-
son who made the inadvertent disclosure; 
and (2) an inadvertent disclosure occurs by 
an individual who is authorized to access 
PHI at a facility operated by a covered en-
tity to another similarly situated individual 
at the same facility.

What Must Be Done to Address a Breach?
Under the HITECH Act, a covered entity 
that has discovered a breach of unsecured 
PHI must notify each individual whose 
PHI had been or was reasonably believed 
to have been accessed or acquired or dis-
closed in the breach within 60 days after 
discovery of the breach. If covered enti-

ties follow the HHS guidance standards for 
technologies and methodologies accept-
able to render PHI unusable, unreadable, 
or indecipherable to unauthorized persons, 
then their operations fi t within a safe har-
bor, and they are not required to give the 
prescribed notifi cation.

Methods of Providing Notice to 
Individuals
Notice must be provided in writing by fi rst 
class mail to the affected individuals or by 
email if the individual has consented to email 
notifi cation. In circumstances in which there 
are 10 or more individuals that cannot be 
reached, a conspicuous posting on the cov-
ered entity’s Internet home page or notice in 
major print or broadcast media may serve as 
a substitute form of notice. If the breach of 
security has affected 500 or more residents 
of a state or jurisdiction, notice also must be 
provided to “prominent media outlets” fol-
lowing the discovery of a breach.

Notice Content Requirements
Notice of a breach of security must include, 
to the extent possible: (1) a brief descrip-
tion of how the breach occurred; (2) a de-
scription of the types of unsecured health 
information involved; (3) the steps indi-
viduals should take to protect themselves 
from potential harm; and (4) a description 
of what the entity is doing to investigate the 
breach, mitigate any losses, and avoid fur-
ther breaches as well as procedures for in-
dividuals to obtain additional information.

Encryption as Method for Securing PHI
Encryption is one of the methods identifi ed 
for securing electronic PHI from unauthor-
ized access and use. HHS observed that the 
successful use of encryption depends upon 
two key features: (1) the strength of the en-
cryption algorithm, and (2) the security of 
the decryption key or process. The HHS 
guidance defi nes acceptable encryption as 
electronic PHI that is encrypted as speci-
fi ed in the HIPAA security rule by “the use 
of an algorithmic process to transform data 
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into a form in which there is a low prob-
ability of assigning meaning without use of 
a confi dential process or key.”5

The HHS guidance identifi es the follow-
ing encryption processes as having been 
tested by the National Institute of Stan-
dards and Technology (NIST) and judged to 
meet the above-referenced standard:

Data at Rest — For data that resides in da-
tabases, fi le systems, and other storage 
methods, the approved encryption pro-
cesses are those consistent with NIST 
Special Publication 800-111, “Guide to 
Storage Encryption Technologies for End 
User Devices.”6

Data in Motion — For data that is mov-
ing through a network, including wire-
less transmission, the approved encryp-
tion processes are those that comply 
with requirements of Federal Informa-
tion Processing Standards (FIPS) 140-
2.7 These include, as appropriate, stan-
dards described in NIST Special Publica-
tions 800-52, “Guidelines for the Selec-
tion and Use of Transport Layer Securi-
ty Implementations,”  800-77, “Guide to 
IPsec VPNs,” or 800-133, “Guide to SSL 
VPNs,” and may include others that are 
FIPS 140-2 validated.

Destruction
The second methodology identifi ed by HHS 
to secure PHI is destruction. HHS specifi ed 
that destruction can occur in one of the fol-
lowing ways:

Hard Copy Media — Paper, fi lm, or other 
hard copy media have been shredded or 
destroyed such that the PHI cannot be 
read or otherwise reconstructed.
Electronic Media — Electronic media 
have been cleared, purged, or destroyed 
consistent with NIST Special Publica-
tion 800-88, “Guidelines of Media Sani-
tization” such that the PHI cannot be re-
trieved.
The HHS guidance is effective upon is-

suance and applicable to breaches that oc-
cur 30 days after publication of the forth-
coming interim fi nal regulations.

Submission of Public Comments
The HHS guidance invited covered enti-
ties and other interested persons to sub-
mit comments on the breach notifi cation 
rules of the HITECH Act to HHS by May 
22, 2009. HHS specifi cally requested com-
ments on the following:

Are there particular electronic media 
configurations that may render PHI 
unusable, unreadable, or indecipher-
able to unauthorized individuals, such 
as a fingerprint protected universal 
serial bus (USB) drive, which are not 
sufficiently covered by the above and 
to which guidance should be specifi-
cally addressed?
With respect to paper PHI, are there ad-
ditional methods HHS should consider 
for rendering the information unusable, 
unreadable, or indecipherable to unau-
thorized individuals?
Are there other methods generally HHS 
should consider for rendering PHI un-
usable, unreadable, or indecipherable to 
unauthorized individuals?
Are there circumstances under which 
the methods discussed above would fail 
to render information unusable, unread-
able, or indecipherable to unauthorized 
individuals?
Does the risk of re-identifi cation of a lim-
ited data set warrant its exclusion from 
the list of technologies and methodologies 
that render PHI unusable, unreadable, or 
indecipherable to unauthorized individu-
als? Can risk of re-identifi cation be alle-
viated such that the creation of a limited 
data set could be added to this guidance?
In the event of a breach of PHI in limited 
data set form, are there any administra-
tive or legal concerns about the ability to 
comply with the breach notifi cation re-
quirements?
Should future guidance specify which 
off-the-shelf products, if any, meet the 
encryption standards identifi ed in this 
guidance?
In addition to public comment on the 

guidance, HHS also requested comments 
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concerning any other areas or issues per-
tinent to the development of its interim fi -
nal regulations for breach notifi cation. In 
particular, HHS is interested in comment 
in the following areas:

Based on experience in complying with 
state breach notifi cation laws, are there any 
potential areas of confl ict or other issues 
HHS should consider in promulgating the 
federal breach notifi cation requirements?
Given current obligations under state 
breach notifi cation laws, do covered enti-
ties or business associates anticipate hav-
ing to send multiple notices to an individ-
ual upon discovery of a single breach? Are 
there circumstances in which the required 
federal notice also would not satisfy any 
notice obligations under the state law?
Considering the methodologies discussed 
in the guidance, are there any circumstanc-
es in which a covered entity or business 
associate still would be required to notify 
individuals under state laws of a breach 
of information that has been rendered se-
cured based on federal requirements?
The HITECH Act’s defi nition of “breach” 
provides for a variety of exceptions. To what 
particular types of circumstances do enti-
ties anticipate these exceptions applying? 

FTC Guidance for PHR Vendors
Congress mandated under the HITECH Act 
that the FTC adopt data breach regulations 
for HIPAA business associates and other 
entities dealing with PHRs. The HITECH 
Act also directs the FTC to issue and en-
force rules providing interim safeguards 
and data breach notifi cation requirements 
for noncovered entities dealing with PHRs. 
A violation of the FTC proposed rule will 
be treated as an unfair or deceptive act or 
practice in violation of the FTC Act.

Security Breach Notifi cation Requirement
On April 20, 2009, the FTC published a pro-
posed rule that would require vendors of 
PHR and related entities to provide notice 
to consumers and the FTC when the secu-
rity of their electronic health information 

is breached. The FTC proposed rule out-
lines requirements governing the standard 
for what triggers the notice, as well as the 
timing, method, and content of notice.

The proposed rule defi nes “breach of se-
curity” as the acquisition of unsecured PHR 
identifi able health information of an individ-
ual in a PHR without the individual’s autho-
rization. A PHR is defi ned as “an electron-
ic record of PHR identifi able health infor-
mation on an individual that can be drawn 
from multiple sources and that is managed, 
shared, and controlled by or primarily for 
the individual.”8 PHR-related entities include 
non-HIPAA covered entities “that access in-
formation in a personal health record or send 
information to a personal health record.”9 

PHR vendors are entities, other than cov-
ered entities, that offer or maintain a PHR. 
PHR-related entities are entities, other than 
covered entities, that offer products or ser-
vices through the Web site of a PHR ven-
dor or offer products or services through 
the Web sites of covered entities that offer 
PHRs to individuals or access information 
in a PHR or send information to a PHR.10

Third-party Service Providers
Third-party service providers are those pro-
viding billing or data storage services to ven-
dors of PHRs or PHR-related entities. The 
proposed rule also stipulates that if a third-
party service provider to a PHR vendor ex-
periences a breach, it must notify the PHR 
vendor, which in turn must notify consum-
ers of the breach. The third-party service 
provider’s notifi cation must identify “each 
individual” whose information “has been, or 
is reasonably believed to have been acquired 
during such breach.” The third-party ser-
vice provider also must provide notice of the 
breach to a senior offi cial of the vendor or 
PHR-related vendor and obtain the offi cial’s 
acknowledgement of receiving the notice.11

Notifi cation Trigger
“Breach of security” is defi ned as the acquisi-
tion of “unsecured” PHR identifi able health 
information, as defi ned in HIPAA: (1) that is 
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provided by or on behalf of the individual, 
and (2) that identifi es the individual or for 
which there is a reasonable basis to believe 
that the information can be used to iden-
tify the individual.12 The key requirement 
triggering the notifi cation requirement is 
whether the data has been “acquired” and 
whether the PHR vendor or related enti-
ties “reasonably” should have known of the 
breach through security measures aimed at 
detecting breaches in a timely manner. The 
proposed rule presumes that unauthorized 
persons have acquired information if they 
have access to it, which can be rebutted 
“with reliable evidence showing that the in-
formation was not or could not reasonably 
have been acquired.”

Timing
The proposed rule requires breach notifi -
cations to individuals and the media “with-
out unreasonable delay” and in no case lat-
er than 60 calendar days after discovery of 
the breach. PHR vendors and related enti-
ties must provide notice to the FTC “as soon 
as possible” and in no case later than fi ve 
business days if the breach involves the un-
secured PHR identifi able health informa-
tion of 500 or more individuals. Breaches 
involving less than 500 individuals may be 
accounted for in a breach log and submit-
ted to the FTC on an annual basis from the 
date of the entity’s fi rst breach.13

Methods of Providing Notice to Individuals
Notice must be provided in writing by fi rst 
class mail to the affected individuals or 
by email if the individual has consented 
to email notifi cation. In circumstances in 
which there are 10 or more individuals that 
cannot be reached, a conspicuous posting 
on the PHR vendor or related entity’s Inter-
net home page or notice in major print or 
broadcast media may serve as a substitute 
form of notice. If the breach of security has 
affected 500 or more residents of a state or 
jurisdiction, notice also must be provided 
to “prominent media outlets” following the 
discovery of a breach.14

Notice Content Requirements
Notice of a breach of security must include, 
to the extent possible: (1) a brief descrip-
tion of how the breach occurred; (2) a de-
scription of the types of unsecured health 
information involved; (3) the steps individu-
als should take to protect themselves from 
potential harm; and (4) a description of 
what the entity is doing to investigation the 
breach, mitigate any losses, and avoid fur-
ther breaches as well as procedures for indi-
viduals to obtain additional information.15

Submission of Public Comments
Interested persons have until June 1, 2009, to 
review and submit comments on the FTC pro-
posed rule. The FTC rule specifi cally sought 
comments on the scope of the requirements 
and how they related to HIPAA, such as:

the nature of entities to which its pro-
posed rule would apply;
the particular products and services they 
offer;
the extent to which vendors of PHRs, 
PHR-related entities, and third-party ser-
vice providers may be HIPAA-covered 
entities or business associates of HIPAA-
covered entities;
whether some vendors of PHRs may 
have a dual role as a business associate 
of a HIPAA-covered entity and a direct 
provider of PHRs to the public; and
circumstances in which such a dual role 
might lead to consumers receiving mul-
tiple breach notices or receiving breach 
notices from an unexpected entity and 
whether or how the rule should address 
such circumstances.

HIPAA ACTION ITEMS UNDER THE 
HITECH ACT

HIPAA Covered Entities
Develop a security breach notifi cation 
process.
Review and revise business associate 
agreements.
Revise accounting of disclosures policies 
and procedures.
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Revise policies and procedures on the 
minimum necessary standard.
Revise policies and procedures on re-
strictions on disclosures of PHI at the pa-
tient’s request.
Revise policies and procedures on mar-
keting using PHI and ensure no sale of 
PHI or ePHI.
Develop a methodology to track all dis-
closures for treatment, payment, and 
health care operations.
Audit HIPAA-covered privacy data to en-
sure all PHI is secure and unsuable, un-
readable, or indecipherable.
Review and update HIPAA privacy and 
security breach policies and procedures.

HIPAA Business Associates
Business associates should appoint a 
compliance offi cer and comply with ap-
plicable HIPAA requirements, including 
the development of written policies and 
procedures.
Business associates should review and 
revise their business associate agree-
ments.

CONCLUSION

The HHS guidance provides the means by 
which covered entities are to determine 
whether a breach has occurred to which 
the notifi cation obligations under the 
HITECH Act and its implementing regula-
tions apply. The FTC guidance implements 
new breach notifi cation requirements for 
PHRs. These new HIPAA privacy and secu-
rity requirements make it imperative that 
covered entities, business associates, and 
other entities handling PHRs immediately 
review and update their data security and 
privacy practices to guard against growing 

liability exposures under HIPAA and other 
federal and state laws.

Covered entities must update policies 
and practices to avoid these growing liabili-
ties. Business associates that have not done 
so already also must appoint privacy offi -
cers and adopt and implement privacy and 
data security policies and procedures fully 
compliant with HIPAA and other applica-
ble federal and state rules.

Endnotes:
1.  Offi ce of the Secretary of HHS, “Guidance Specifying 

the Technologies and Methodologies That Render 
Protected Health Information Unusable, Unreadable, 
or Indecipherable to Unauthorized Individuals for 
Purposed of the Breach Notifi cation Requirements 
Under Section 13402 of Title XII (Health Information 
Technology for Economic and Clinical Health Act) of 
the American Recovery and Reinvestment Act of 2009.

2.  See 74 Fed. Reg. 17914 (April 20, 2009), the proposed 
rule establishes a new Part 318 of Title 16 of the 
Code of Federal Regulations for the health breach 
notifi cation requirement that was mandated by 
Section 13407 of the American Recovery and 
Reinvestment Act of 2009, Pub. L. No. 111-5.

3.  American Recovery and Reinvestment Act of 2009 at 
§13402(h)(1)(A).

4.  If fi nalized, the requirement will be found at 16 C.F.R. 
§318.2(a).

5.  45 C.F.R. §164.304 (defi nition of “encryption”).
6.  See, National Institute of Standards and Technology 

Special Publication 800-111.
7.  See, Federal Information Processing Standards 140-2, 

which validates certain other standards.
8.  See, 74 Fed. Reg. 17914, 17916 (April 20, 2009).
9.  Id.
10.  Id.
11.  Id., if fi nalized, the requirement will be found at 16 

C.F.R. §318.3.
12.  Id., if fi nalized, the requirement will be found at 16 

C.F.R. §318.2(a).
13.  Id., if fi nalized, the requirement will be found at 16 

C.F.R. §318.4.
14.  Id., if fi nalized, the requirement will be found at 16 

C.F.R. 318.5
15.  Id., if fi nalized, the requirement will be found at 16 

C.F.R. §318.6
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The Evolving Role of Compliance 
Offi cers During These Diffi cult 

Economic Times

Opportunities for Growth in Compliance are 
Expanding — Not Diminishing

Paul Belton

Fueled by benefi ciaries’ lack of coverage through 
job losses and potential Medicaid and Medicare 
cuts in reimbursement, the fi nancial crisis shared 

by health care providers has and continues to lead to 
unprecedented operating decisions. Budget reductions. 
Hiring freezes. Hospital and clinic closures. Shrinking 
inpatient admissions. Losses in investments. Higher bad 
debts due to increase in benefi ciary deductible and coin-
surance amounts. These are just a few of the diffi culties 
health care organizations, hospitals, and clinics are fac-
ing in these turbulent economic times.

Simply put, the current economic crisis has had a sig-
nifi cant effect on the supposed recession proof health 
care industry, but what impact has it had on the health 
care compliance offi cer’s role? This article highlights 
some of the realities and potential opportunities the eco-
nomic crisis is having on the scope and role of the com-
pliance offi cer in the health care industry.

WEATHERING THE ECONOMIC CHANGES

The economic decline is continuing to ravage the na-
tion’s hospitals, with half of them operating in the red 
and cutting staff. New data show an unprecedented 50 
percent of the nation’s hospitals appear to be losing mon-
ey, according to an analysis of government and proprie-
tary data.1 To date, the results are staggering; 44 percent 
of hospitals have seen declines in surgeries, with hip 
procedures showing the steepest drop-off at 45 percent.2 
Even operators of the most robust hospitals are bracing 
for another diffi cult year as the effects of layoffs and em-
ployer cuts in health insurance benefi ts take hold.
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To add insult to injury, it is not just the 
recession of the economy itself putting 
pressure on providers.  Pressures are com-
ing from a variety of health care reform ini-
tiatives, such as increased external reviews 
by Medicare recovery audit contractors, 
Medicaid fraud initiatives, and other third-
party payers, causing reduced reimburse-
ment, and rising costs of patient care tech-
nologies are forcing organizations to focus 
on receiving entitled reimbursement.3

Ironically, during this economic climate 
of uncertainty, frustration, and mistrust, 
the only guarantee is congressional action 
and new Offi ce of Inspector General (OIG) 
initiatives, focusing on greater enforce-
ment and greater penalties.

UNDER THE MICROSCOPE

Compliance offi cers need to be aware that 
compliance initiatives are not given a pass 
during these diffi cult times. To make mat-
ters worse, compliance department budgets 
are not revenue generating and may be a 
conspicuous expense on the balance sheet 
with no obvious return on investment. As 
such, compliance offi cers may be pressured 
more so than ever before to establish value 
or produce measurable outcomes and re-
turn on investment as part of their compli-
ance program. Perhaps even more alarming 
is the organization’s hidden pressure with 
employees who may cut corners or take 
shortcuts with the expectation to maintain 
productivity or produce greater results.

Despite the need for compliance stan-
dards now more than ever, it is often diffi cult 
to determine what the “true value” of a com-
pliance program is to an organization. This is 
often compounded by the fact that the com-
pliance offi cer may not always be the most 
popular person in the organization as he or 
she has the unpleasant task of informing se-
nior management and administration they 
cannot do things that may be proposed. Con-
sequently, compliance offi cers have the abil-
ity and the duty to uphold the highest possi-
ble professional standards and do what they 
can to restore the public’s trust.4 

A SILVER LINING

A compliance offi cer’s ability to prove val-
ue to the organization will be critical in the 
next few years; ironically, however, there is 
no better time that the health care industry 
is in greater need of effective compliance 
actions than in tough economic times. As 
Security Exchange Commission Director 
Lori Richards implores, “Now more than 
ever, companies need to take a long-term 
view on compliance and realize that their 
fi duciary responsibility requires a constant 
commitment to investors. This means sus-
taining their support for compliance dur-
ing this economic turmoil and beyond it.”5 
Inspector General Daniel Levinson simi-
larly underscored these statements at the 
2009 Compliance Institute indicating that 
now is the most benefi cial time to empha-
size compliance programs.

Despite a diffi cult economy, strong com-
panies have leaders who are not afraid to 
talk about compliance. Evidence continues 
to surface regarding executive-level deci-
sions to be compliant and ensure ethical 
decisions are made. Kazuo Inamori, the 77-
year-old founder of Kyocera, a Japanese 
maker of products ranging from cellphones 
to ceramics with annual revenue close to 
$13 billion, recently criticized U.S. chief ex-
ecutive offer excesses. Mr. Inamori instead 
emphasized the need for corporations to 
seek profi ts supported by sound ethics and 
a strong sense of morality. Profi ts need to 
be achieved by doing the right thing as a 
human being.6

Compliance offi cers need to capitalize on 
the moment and realize that there may nev-
er be a better time to be leading the charge 
in compliance. Now more than ever compli-
ance and ethical decision making should be 
factored into every business decision.7

RETURN TO THE FUNDAMENTALS

There is a saying that fortunes can be made 
during the worst of economic times; per-
haps the same can be said for the growth 
of compliance. What better time to infuse 
the health care industry with the mes-
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sage of a return to core compliance val-
ues? During the current economic crisis, 
compliance offi cers may need to consider 
a return to their basic skills and the funda-
mentals of compliance by ensuring their 
compliance programs are effective and 
provide added value.

This may be demonstrated by present-
ing effective indicators and measurements 
of identifi ed high-risk areas, surveys on 
compliance effectiveness, hotline call in-
vestigations, and the provision of educa-
tion and training programs in all aspects 
of compliance.

Continuing education — whether re-
quired or not — should be an important 
part of every organization’s core compli-
ance program. Compliance offi cers need 
to stay on top of regulatory, legislative, and 
technological changes in the industry.

Board education should be concise and 
updated annually, highlighting the in-
crease in industry regulation and intense 
oversight focus on efforts to reduce fraud, 
waste, and abuse. Board meeting agendas 
should include updates on governmental 
enforcement actions, risks to the organi-
zation, and management’s plans to meet 
these challenges. Trending and perfor-
mance improvement indicators evidenc-
ing compliance program value may be per-
formed at this time.

Visibility and involvement from compli-
ance may be more critical than ever. Com-
pliance offi cers would be wise to be more 
visible and assertive by working collabor-
atively with all members of the organiza-
tion. One of the best ways to enhance value 
is to offer resources on related issues, com-
municate effectively, and attend to prob-
lems and issues immediately. The current 
economic crisis also lends itself the oppor-
tunity for compliance offi cers to show even 
greater character and honor. During these 
uncertain times, it is most important to up-
hold the highest ethical standards when it 
is most diffi cult to do so — when the stakes 
are highest or when cutting ethical corners 
may be advantageous to employers. 

TREMENDOUS OPPORTUNITIES

A compliance offi cer’s role has never been 
more opportunistic. Areas of growth, devel-
opment, and integration are far closer than 
one may think. Every compliance offi cer 
should be prepared to support and seek in-
volvement into a variety of “high-risk” areas 
or operations. Signifi cant opportunities im-
mediately exist in a variety of areas, includ-
ing Internal Revenue Service (IRS) matters, 
Health Insurance Portability and Account-
ability Act (HIPAA) privacy and security 
rules, and enterprise risk management.

The new Form 990 represents a major 
undertaking for the IRS Tax Exempt/Gov-
ernment Entity Division and is the fi rst 
complete overhaul of the Form 990 in al-
most 30 years. The IRS is using the new 990 
to “catch up with the times” and address a 
host of issues involving tax-exempt organi-
zations — real and perceived — that have 
developed since the last major revision.

From a compliance perspective, the in-
structions for the 2008 Form 990 mean that 
large organizations (such as hospitals) fi ling 
the form likely will encounter more com-
plicated reporting requirements.8 From an 
enforcement standpoint, organizations fi l-
ing the Form 990 likely will experience 
more transparent reporting than before. As 
a result, fi ling organizations must ensure 
that their operations and fi nancial struc-
tures, including executive compensation, 
are consistent with their exempt purposes.

HIPAA PRIVACY AND SECURITY RULES

The resurgence of HIPAA on a national 
level creates compliance-related actions 
that can begin immediately. The American 
Recovery and Reinvestment Act of 2009 
(ARRA)9 authorizes more than $20 billion 
in funding and incentives to support the 
development of a nationwide health infor-
mation technology (IT) network.

One of ARRA’s key goals is to encourage 
health care providers, through a combina-
tion of Medicare payment incentives and 
penalties, to adopt the use of interoperable 
electronic health records (EHRs). The law 
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also includes provisions intended to create 
a framework to support electronic health 
data interchanges through the develop-
ment of standards, implementation speci-
fi cations, and certifi cation criteria for elec-
tronically exchanging health information.

Legislators included in ARRA a signif-
icant number of provisions intended to 
strengthen and improve enforcement of the 
privacy and security rules under HIPAA. 
Because HIPAA’s original privacy rule was 
adopted by regulation, in most instances 
the new law amends the regulations, rath-
er than the HIPAA statute.

In any case, however, the new priva-
cy and security provisions will require 
HIPAA covered entities to modify many 
of their policies, procedures, and busi-
ness associate relationships.10 Moreover, 
many of these privacy and security pro-
visions in ARRA require the Department 
of Health and Human Services (HHS) to 
promulgate regulations explaining specif-
ic requirements for covered entities. In 
some cases, the regulations do not have 
to be issued for another 18 months. De-
spite the lag time, some experts say cov-
ered entities should begin the compliance 
process now.

Perhaps the most important modifi ca-
tion made by ARRA is a new federal breach 
notifi cation requirement. The law creates 
a new defi nition of “unsecured protected 
health information” and requires that indi-
viduals be notifi ed of any security breaches 
involving unsecured PHI and, under cer-
tain circumstances, that HHS and the me-
dia be notifi ed as well. HHS will be respon-
sible for developing breach notifi cation 
guidelines through regulation.

Compliance officers need to educate 
their organizations so they understand 
the elevated importance of privacy and 
security. Under ARRA’s new penalty 
provisions, there is an increased poten-
tial of significant fines being levied, so 
compliance officers should prepare by 
readying their organizations for new re-
quirements.11

ENTERPRISE RISK MANAGEMENT

In this environment, it is becoming more 
critical for organizations to fi nd more ef-
fi cient and proactive means to managing 
regulatory compliance risks that require 
early identifi cation and monitoring of all 
risk areas. As new and rigorous regulatory 
standards are enforced by new government 
contractors such as the Medicare adminis-
trative contractors, organizations will be 
forced to adopt compliance risk manage-
ment identifi cation and monitoring solu-
tions as part of new business strategies and 
information technology operations.12

Addressing these broad concerns may be 
accomplished through the compliance offi -
cer’s role expanding into the arena of enter-
prise risk management (ERM). ERM is the 
process of planning, organizing, leading, and 
controlling the activities of an organization 
to minimize the effects of risk on an organi-
zation’s capital and earnings. ERM expands 
the process to include not just risks associat-
ed with accidental losses but also fi nancial, 
strategic, operational, and other risks.

In recent years, external forces have fu-
eled a heightened interest by organizations 
in ERM. Industry and government regulato-
ry bodies, as well as investors, have begun to 
scrutinize companies’ risk-management pol-
icies and procedures. The health care envi-
ronment now requires signifi cant fi nancial 
dexterity when handling system risks stra-
tegically while encouraging compliance offi -
cers to broaden their risk management per-
spectives and seek organizational alliances 
outside their core competency or specialty.13 
By taking a proactive approach to risk man-
agement using an ERM model, health care 
organizations and compliance offi cers will be 
better equipped to focus on all risk through-
out the organization while maintaining pa-
tient safety, ensuring compliance, and im-
proving their organization’s bottom line.

SHEDDING LIGHT ON FINANCIAL INDICATORS

Although critical, some of the opportuni-
ties mentioned above still may not be able 
to demonstrate a tangible return on invest-
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ment. Alternatively, another approach com-
pliance offi cers may consider to expand 
their role is to underscore fi nancial risk or 
fi nancial opportunities. A compliance offi -
cer’s span of infl uence not only can bring 
compliance issues imperiously to senior 
management but in doing so also can high-
light a variety of fi nancial indicators.

Looking at the industry’s most press-
ing imperatives — from the perspective of 
those who face these issues every day — 
Ernst & Young surveyed the chief execu-
tive offi cers (CEOs) of 19 renowned U.S. 
provider care organizations nationwide. 
The number one specifi c area of concern 
confronting their hospitals was overcoming 
fi nancial challenges.14

The fi nancial challenges identifi ed by 
the CEOs included successfully navigating 
the credit crisis; addressing the impact of 
reduced reimbursement; providing care to 
the uninsured and underinsured; coping 
with bad debt write-offs; accessing capital 
to grow facilities, successfully navigating 
the credit crisis, and the prospect of an eco-
nomic recession; and keeping up with the 
high cost of unionized nursing.15

In addition to these challenges, the OIG 
is implementing continuously a variety of 
new areas of investigation to oversee com-
pliance with ever-changing Medicare pay-
ment regulations, including reliability 
of hospital-reported quality data, coding 
trends, and patterns since implementation 
of the new Medicare severity diagnosis-re-
lated groups (MS-DRGs) specifi cally looking 
for potential upcoding and review of hospi-
tal compliance with reporting never events, 
and the Centers for Medicare & Medicaid 
Services’ (CMS’) oversight in detecting and 
preventing payment for medical errors.

Such challenges and concerns present as 
timely opportunities to compliance offi cers 
who may have an open door to engage in 
revenue cycle management in a wide va-
riety of areas, including revenue integrity, 
denial management, documentation im-
provement programs, and recovery audit 
contractor (RAC) program coordination. 

REVENUE INTEGRITY AND DENIAL 
MANAGEMENT PROGRAMS

Rejects and denials, underpayments, and 
unbilled inventories are a threat to the bot-
tom line. Although most hospitals routine-
ly target these functions for improvement 
efforts, fi nancial success ultimately may 
depend upon a strong commitment to rev-
enue integrity. Revenue integrity requires 
that each process in the revenue cycle is 
performed correctly the fi rst time. It also 
requires a holistic view of the revenue cy-
cle, one that transcends boundaries around 
traditional functions and roles, and it re-
quires the timely use of key data.16

Compliance offi cers can assist patient fi -
nancial services (PFS) departments in iden-
tifying systemic patterns of error and facili-
tating getting information about denials to 
the personnel who can do something about 
it. Compliance offi cers should be members 
of the denial management team and as-
sist in establishing goals and benchmarks. 
Compliance staff may be able to enhance 
the denial management process and facil-
itate clean claim submission and contrib-
ute to reducing days in accounts receivable 
through their experience in documentation 
and compliance coding audits.

Most hospitals have some type of ad hoc 
solution in place to try to manage the de-
nial process, but effectively managing de-
nials requires a comprehensive multistep 
plan involving multiple departments and 
coordination of each element of the rev-
enue cycle. A robust denial management 
program includes compliance monitoring 
and creates point-of-service education im-
proving accuracy and resulting in fewer fu-
ture denials. The fi nancial impact of deni-
als creates an impetus for a review of the 
entire system of care, including clinical 
and operational implications that ultimate-
ly benefi t both hospital and patient.17

DOCUMENTATION IMPROVEMENT PROGRAMS

Another area of opportunity regarding po-
tential fi nancial compliance initiatives is 
coordination with clinical documentation 



Journal of Health Care Compliance — July – August  200916

The Evolving Role of Compliance Offi cers During These Diffi cult Economic Times

improvement programs. Documentation 
programs continue to evolve in some fash-
ion. Most of these programs are based on 
the premise that by having inpatient clini-
cal documentation that accurately refl ects 
the severity of patient conditions and acu-
ity of care provided, the accuracy of clini-
cal outcomes, public reporting, and hospi-
tal revenue will be improved appropriate-
ly. The primary focus is on concurrent pro-
cesses and physician queries to obtain more 
specifi c and detailed documentation.18

Internal clinical compliance audits may 
identify signifi cant opportunity for improve-
ment in administrative data due to the lack 
of clinical documentation resulting in inac-
curate or inadequate coding, patient severi-
ty assignment, and reimbursement opportu-
nities. Return on investment can be tracked 
easily with such a program with some sig-
nifi cant team building and cross training be-
tween many critical departments.

RECOVERY AUDIT CONTRACTORS

The CMS permanent RAC audit program 
presents itself as a new fi nancial compliance 
risk opportunity. Determining cases at risk, 
prioritizing the recoupment impact, and per-
forming coding and medical necessity re-
views should be spearheaded by a RAC com-
mittee. Compliance offi cers can play a ma-
jor role in the preparation of the permanent 
RAC audit program and should be identify-
ing and correcting possible exposure to RAC 
target areas, reducing overpayment denials, 
and minimizing payment recoupment.

Pre-RAC audits of targeted claims should 
be conducted by independent internal or 
external staff using data mining techniques, 
coordinated by compliance. Compliance of-
fi cers also should be prepared to assist their 
organization in the management and track-
ing of RAC medical record requests and ap-
peal tracking systems.

In spite of RAC delays, the time period 
for RAC audit review remains from October 
1, 2007, to the current date. Therefore, the 
delay adds months to the review period, in-
creases the number of claims subject to re-

view, and makes the RAC requests more 
diffi cult to handle in a timely manner. In-
stead of taking a deep breath and deferring 
the start of RAC preparation, compliance 
offi cers and prospective payment system 
(PPS) hospitals should prepare immediate-
ly for the permanent RAC program.19

A NEW HORIZON

Finally, one could argue that perhaps the 
most relevant opportunity to a compliance 
offi cer’s role lies in quality initiatives and 
quality of care oversight. With the govern-
ment’s use of data mining technology, non-
payment for hospital-acquired conditions 
or never events, and other intense review 
processes, providers must take affi rmative 
steps to address quality of care risks to en-
sure that they receive all appropriate pay-
ments for services and to ensure that they 
do not run afoul of the fraud and abuse laws 
leading to enforcement actions.20

Even more so, the quality-related health 
care reform reimbursement proposals be-
ing discussed in the U.S. Senate could radi-
cally alter health care reimbursement, in-
centives, and strategy. This, in turn, may 
alter the role of compliance offi cers as they 
relate to quality of care initiatives.

With its signifi cant overhaul of the inpa-
tient prospective payment system (IPPS) 
and inpatient and outpatient quality re-
porting measures now in place, CMS is pro-
posing further transformation of its meth-
ods of paying hospitals to promote qual-
ity and effi cient use of resources. CMS has 
proposed a new quality-reporting program 
that would cut current Medicare payments 
to hospitals but would provide incentives if 
a hospital performed well on a set of qual-
ity measures, including 30-day mortality 
outcomes, clinical processes, and patient 
signifi cant surveys.

Addressing quality of care proactively, 
and integrating it with compliance, will 
place a hospital at a tremendous fi nan-
cial and operational advantage, not only 
because it will position the hospital to be 

CONTINUED ON PAGE 64
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Achieving Consistency in Your 
Compliance Program at a Large 

Multihospital System

Effectively Communicating the “Compliance 
Message” throughout the Organization is Critical

Gene DeLaddy / Kathryn Dever

How can the chief compliance offi cer be confi dent 
the same message and expectations are being 
communicated to everyone? If the compliance 

offi cer is familiar with the “eighth essential element” 
of the Offi ce of Inspector General’s (OIG’s) Compliance 
Program Guidance for Hospitals, he or she understands 
the expectation that an effective compliance program 
should have a culture of compliance, ethics, and integ-
rity that drives decision-making on every level.

The underlying idea is that an organization with a 
strong culture of compliance and integrity consistently and 
inherently promotes and cultivates compliant and ethi-
cal decision-making and good judgment. Implementing 
this culture, however, will not be achieved through the 
development of a policy or the creation of a committee; 
rather, a culture of compliance and ethics is the result of 
a commitment on the compliance offi cer’s part and the 
part of every employee to make it an integral piece of 
everyday operations.

Many compliance offi cers face the dilemma of imple-
menting or managing a compliance program in a grow-
ing organization with multiple facilities that provide a 
variety of services to residents throughout a large re-
gion. These are the challenges that the compliance de-
partment team members at Carolinas HealthCare Sys-
tem (CHS), based in Charlotte, North Carolina, manage 
everyday. CHS owns, leases, or manages 25 hospitals 
in North and South Carolina and employs more than 
40,000 full-time or part-time employees. Additionally, 
over 1,100 CHS physicians practice in more than 300 lo-
cations throughout our facilities.
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As CHS continues to grow, the corporate 
compliance department, comprised of four 
focus areas — facility compliance, physi-
cian compliance, corporate privacy, and in-
ternal audit — must evaluate continuously 
and refresh the way it does business. Our 
goal is to ensure the compliance “message” 
reaches everyone and that the compliance 
program for each facility is commensurate 
with its size and complexity. A part of this 
continuous re-examination involves focus-
ing on fi ve core elements to achieve the 
goal of systemwide compliance program 
consistency: board education and report-
ing, enterprisewide education, ongoing 
open communication, auditing and moni-
toring, and evaluation of compliance pro-
gram effectiveness.

THE BOARD MUST SUPPORT A CULTURE OF 
COMPLIANCE
The tone at the top is critical for an effective 
compliance program. The CHS board sup-
ports the senior executives’ efforts to raise 
our employees’ awareness of the corporate 
emphasis on ethical conduct and personal 
integrity. The board looks for consistency 
of message and information that demon-
strates the desire of our employees to im-
plement and achieve the program goals of 
compliance, ethics, and integrity.

The consistency of message is a product 
of shared policies, a common code of con-
duct, consistent employee education, and 
routine auditing of operations. The com-
pliance offi cer must routinely educate the 
board on the functions and importance of 
the compliance program. A board that has 
been educated about compliance will ask 
the right questions and seek to understand 
the root cause of compliance issues. Fur-
thermore, it will support the compliance 
offi cer in his or her efforts to achieve con-
sistency and minimize risk. 

CONSISTENCY THROUGH EDUCATION

Just as the board must receive routine com-
pliance education, so should all employ-
ees of the organization.  It is no surprise 

that education has become a fundamental 
element of a strong compliance program.  
Education can serve as a method of rais-
ing awareness, providing real-world experi-
ences, and refreshing workforce members’ 
knowledge about compliance program ex-
pectations and requirements.

A key element of any effective compli-
ance program is recognizing that there are 
numerous ways in which individuals learn. 
The compliance department must develop 
a program that can infl uence and teach all 
levels of the workforce and accommodate 
all adult learners.  

Create education that makes an im-
pact. Utilize recent news stories and 
events to help make the message more 
meaningful for all employees. In new 
employee orientation, use a recent head-
line news story or event and have audi-
ence members identify the compliance 
issues. Create the opportunity to discuss 
how your organization conducts its busi-
ness to avoid situations demonstrated by 
the case. Use the opportunity to discuss 
reporting mechanisms and the impor-
tance of reporting issues as soon as they 
are identifi ed.
Make education available to every-
one.  Education materials and tools are 
only effective when they are accessible 
and easy to use.  

For organizations with teleconferenc-
ing capabilities, publicize department-
sponsored educational “seminars,” de-
velop a registration methodology (for 
documentation purposes), and broad-
cast the education session to multiple 
facilities. For the individuals unable to 
attend, tape the session and make it 
conveniently available on your corpo-
rate Intranet.
Sharing educational materials among 
facilities is critical. For multihospital 
systems, encourage compliance rep-
resentatives to utilize compliance de-
partment standard education materi-
als. While minor modifi cation may be 
required depending on the facility and 
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types of services provided, encourage 
as much consistency as possible to en-
sure all employees are receiving the 
same message.

Use education to raise awareness and 
evoke a sense of loyalty and com-
mitment to the organization and the 
compliance program. Recognize that 
compliant behavior does not occur just 
because the organization has a set of poli-
cies and procedures available on the Intra-
net. Compliant behavior results from em-
ployee awareness and connection to the 
mission of the organization and the com-
pliance program, which should be some-
thing similar to “doing the right thing.” It 
is important for compliance offi cers and 
their teams to fi nd unique and compel-
ling ways to help employees feel commit-
ted to doing the right thing, even if the 
right thing to do in a situation is ask.  

Use non-health care-related examples 
and scenarios that draw upon partici-
pants’ past experiences when they had 
to employ personal “judgment.” Some 
examples include: Telling a friend’s se-
cret to others; speeding up at yellow 
lights; returning money to a cashier 
who miscounted at the register.
Tie the message of good judgment back 
to the compliance program to help em-
ployees understand the importance of 
doing the right thing and identifying 
and reporting instances of noncompli-
ant behavior.  

Use education in conjunction with 
disciplinary actions to help dimin-
ish the potential for repeated inap-
propriate activity. When disciplinary 
action is used, the employee is frequent-
ly told he or she is being sanctioned for 
“violating policy.” It is important for 
the manager to understand the grounds 
for the sanctions and to clearly convey 
those reasons to the employee. Corpo-
rate compliance can serve as an educa-
tional resource for managers who need 
to understand how the issue can be pre-
vented in the future.

Incorporate compliance education 
into audit reports to continuously 
reinforce hot topics and compliance 
basics for management. Include regu-
latory information, references, and de-
scriptions of why the review was com-
pleted and what the expectations are for 
compliance. This will help management 
better understand compliance expecta-
tions and communicate those expecta-
tions to their staff.
Make the code of conduct the cor-
nerstone of all compliance educa-
tion and training. Broadly distribute a 
universal, systemwide code of conduct. 
Make this a “living” document that repre-
sents the organization’s culture of com-
pliance and ethics by referencing it fre-
quently in education sessions. Incorpo-
rate elements of all three programs in 
the code, emphasizing the importance of 
compliance, privacy, and internal audit 
to the effectiveness of the compliance 
program.  
By infusing compliance education with 

creativity and a message, compliance of-
fi cers and their teams will reap signifi -
cant rewards. Consistently raising employ-
ee awareness about compliance happens 
when employees are able to take away the 
“message” of compliance and resources for 
reporting. The next important step to take 
is opening the lines of communication to 
allow employees to feel comfortable asking 
questions, raising concerns, or requesting 
additional education.

CONSISTENCY THROUGH OPEN LINES OF 
COMMUNICATION 
Education is an effective way of helping 
raise awareness about the compliance pro-
gram. In addition to the knowledge of the 
compliance program, employees also need 
to feel comfortable communicating with 
the compliance department about poten-
tial compliance concerns. The compliance 
department is responsible for conveying its 
“open door policy.” It is important to rely 
on the compliance committees and other 
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workforce members to help get this mes-
sage out and the work done.

Create a network. The Carolinas 
HealthCare System Compliance Pro-
gram Matrix model taps into the involve-
ment of over 450 people across the or-
ganization, representing all facilities and 
identifi ed high-risk functional areas. The 
privacy program utilizes a similar mod-
el to deploy the privacy function. The 
employees involved in these programs 
know who their counterparts are at the 
other facilities and how to get in touch 
with them. They frequently share best 
practices and ideas for improvement 
with one another.
Be clear. Clearly delineate the scope and 
responsibilities of each program compo-
nent (on the corporate, risk area-specifi c, 
and facility-specifi c levels) so that everyone 
knows their role and the resources avail-
able to them. Be sure, however, to build in 
fl exibility where areas of overlap exist.
Meet often. Establish a regular sched-
ule for meeting with representatives 
throughout the organization. Use these 
meetings to disseminate information on 
the general compliance environment as 
well as the organization’s internal com-
pliance environment, updates to perti-
nent laws and regulations, modifi cations 
to the program’s structure, and valuable 
opportunities for education and informa-
tion sharing.
Be available. Promote the use of ad hoc 
interdepartmental communication — pick 
up the phone to ask questions and share 
relevant insights. Host a compliance di-
rector open forum. Document conver-
sations and advice given to create a da-
tabase of guidance and decisions. By fo-
cusing on making the compliance depart-
ment approachable and seen as an ally, 
direct calls and the reporting of potential 
concerns will increase signifi cantly.
Become a hot topic in departmental 
staff meetings. Call upon department 
managers to regularly include compli-
ance or privacy discussion in their de-

partmental staff meetings. Emphasize 
the importance of documenting atten-
dance and the topics discussed.  
When employees consistently hear “the 

message of compliance,” they develop the 
ability to identify compliance issues and 
report those issues appropriately. Addi-
tionally, management becomes comfort-
able requesting the advice and guidance of 
the compliance department staff by seek-
ing out information and, in some cases, re-
questing audits.

CONSISTENCY THROUGH AUDITING 
Auditing and monitoring can be accom-
plished through a variety of different indi-
viduals, including compliance department 
staff, internal audit staff, compliance risk 
area representatives, and even front-line 
managers and staff members. Auditing and 
monitoring does not have to be overly tech-
nical or complicated to be effective. The fo-
cus, however, should always be on identi-
fying and understanding risk throughout 
the organization. Auditing and monitoring 
must become a fundamental piece of the 
compliance program. For large multihospi-
tal organizations, this can be accomplished 
a number of ways.

Create ways to make auditing and 
monitoring a part of front-line man-
agers’ everyday business. An advantage 
of a multihospital system is the opportu-
nity for larger, more established facilities 
to share tools, knowledge, and best prac-
tices with the smaller facilities in the or-
ganization. The compliance department 
must encourage the creation and sharing 
of tools and templates to support audit-
ing, education, investigation, and docu-
mentation. The compliance department 
can become a clearinghouse for these in-
novative resources, which can support 
the goal of consistency throughout the 
compliance program.  

Develop common self-monitoring tools 
and action plans by functional area for 
use by all entities across the system. 
Provisions regarding applicability of 
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each element can be made to accom-
modate each entity’s scope and size, 
but a shared template of core elements 
promotes consistency. Additionally, 
fundamentally similar action plans and 
self-monitoring allows for comparative 
trending and consistent corporate re-
porting of fi ndings across the various 
facilities within a system.

Coordinate auditing work plans and 
schedules to identify potential areas 
of overlap or opportunities where 
knowledge sharing would be benefi -
cial. Find opportunities to give the inter-
nal auditors a chance to identify poten-
tial compliance concerns and refer them 
to the corporate compliance department. 
Educate compliance auditors about pri-
vacy issues and have them look out for 
potential privacy violations to refer to 
the appropriate team. Sharing knowl-
edge among auditors within the various 
departments of the compliance program 
will increase the opportunity for identi-
fying potential issues in the fi eld.
Leverage the organization’s size and 
complexity to identify and manage 
risk. Multihospital systems have the 
unique advantage of being able to iden-
tify risk through the fi ndings of internal 
investigations and external inquiries.

If an audit at one hospital identifi es sig-
nifi cant fi ndings, these results might 
be an indicator that other facilities in 
the system are at risk for making the 
same errors. In these situations, inter-
nal fi ndings have indicated risk for the 
organization. This “risk” can be com-
municated to the board and the com-
pliance committees and can be man-
aged through appropriate risk assess-
ment, planning, and auditing.
Alternatively, if hospitals in the sys-
tem become the target of a federal or 
state probe investigation, the compli-
ance offi cer can use the fi ndings from 
these external inquiries to understand 
the compliance risk for the entire or-
ganization. Using the focus areas and 

fi ndings of these inquiries as part of 
the risk assessment and management 
process will allow the compliance offi -
cer to take a more comprehensive and 
consistent approach to managing the 
compliance program throughout the or-
ganization. For this approach to work, 
the compliance department must em-
ploy a fl exible auditing and monitoring 
work plan, which can be modifi ed on a 
monthly or quarterly basis.

The board relies on the reporting that 
comes from the chief compliance offi cer. 
By reporting systemwide trends in audit 
fi ndings or quarterly monitoring results by 
facility, the board can get a relatively suc-
cinct and accurate snapshot of the organi-
zation’s compliance program and the com-
pliance risks that it faces. The board also 
can use this information as a preliminary 
gauge of the effectiveness of the compli-
ance program.

ENCOURAGE CONSISTENCY THROUGH AN 
ANNUAL AUDIT OF THE COMPLIANCE 
PROGRAM

While compliance program reporting oc-
curs frequently throughout the year when 
the board receives its quarterly or semian-
nual reports, the board and senior manage-
ment need a good understanding. CHS uti-
lizes internal resources to evaluate the ef-
fectiveness of the compliance program.

Annually, the CHS corporate compli-
ance program undergoes a compliance pro-
gram effectiveness review conducted by 
the internal audit department. Auditors in-
terview members of compliance commit-
tees in each of the facilities throughout the 
system, requesting detailed documentation 
of their compliance activities and issues re-
ported to the compliance program.

The report of the annual compliance pro-
gram effectiveness review is shared with 
the Finance and Compliance Committee of 
the board annually. The auditors regular-
ly fi nd opportunities for improvement and 
areas where the corporate compliance de-
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partment should provide additional focus 
in the coming year. The results of the au-
dit and the best practices identifi ed are also 
shared with all compliance directors, which 
helps foster consistency and strengthen the 
compliance program throughout the multi-
ple facilities in the organization. 

PLAN FOR THE FUTURE

Given the ever-increasing scrutiny on 
health care providers as a result of numer-
ous new regulations and standards, chief 
executive offi cers, under the direction of 
the board, are asking themselves everyday, 
“Does every employee in my organization 
know and understand the importance of 

compliance? Are we consistently getting 
the message out?”

The responsibility for the answer rests 
with the chief compliance offi cer. Compli-
ance offi cers of large multihospital systems 
know they cannot do it alone, so they rely 
on the support of the board and senior man-
agement as well as the compliance depart-
ment staff, compliance committees, and 
most importantly, the front-line employees 
who are responsible for day-to-day opera-
tions. Consistency comes from effectively 
communicating the “compliance message” 
to everyone throughout the organization to 
create a unifi ed understanding and a uni-
fi ed purpose.  
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Disclaimer: The analyses upon which this publica-
tion is based were performed under Contract Num-
ber 500-HHSM-500-2006-TX003C, entitled “Hospital 

Payment Monitoring Program Quality Improvement Orga-
nization Support Center,” sponsored by the Centers for Medi-
care & Medicaid Services, Department of Health & Human 
Services. The views expressed in this paper are those of the 
authors and do not necessarily refl ect the offi cial position of 
the Centers for Medicare & Medicaid Services or the U.S. De-
partment of Health and Human Services.

The compliance landscape for long-term care hospitals 
(LTCHs) is shifting as the possible extent of erroneous 
Medicare payments to this facility type continues to 
draw attention. A recent change — the Medicare, Med-
icaid, and SCHIP Extension Act of 2007 (Public Law No. 
110-173, Section 114) signed into law December 29, 20071 
— requires fi scal intermediaries (FIs) and Medicare ad-
ministrative contractors (MACs) to review the medical 
necessity of admissions to LTCHs and continued stays at 
LTCHs for discharges occurring after October 1, 2007.

These medical necessity reviews are to provide for a 
statistically valid and representative sample of admissions 
and guarantee that at least 75 percent of overpayments 
received by LTCHs for medically unnecessary admissions 
and continued stays of LTCH patients will be identifi ed 
and recovered. These reviews also are intended to ensure 
that related days of care will not be counted toward the 
length of stay required for LTCHs to retain their Medicare 
status as an LTCH. The Centers for Medicare & Medicaid 
Services (CMS), which oversees the FIs and MACs, has 
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the responsibility of implementing these re-
quirements and has begun to do so.2

Payments to LTCHs have been the subject 
of previous compliance investigations.3,4 In 
one report, the U.S. Department of Health 
and Human Services’ Offi ce of Inspector 
General (OIG) identifi ed several potential 
areas of concern related to LTCHs within a 
hospital,3 including incentives for host hos-
pitals and LTCHs within a hospital to dis-
charge and readmit between the two hos-
pitals to receive additional payments — an 
activity sometimes referred to as “churn-
ing.” LTCHs are paid under a diagnosis-re-
lated group (DRG)-based prospective pay-
ment system (PPS) for each admission, so 
“churning” results in multiple payments 
between the hospitals involved.

The OIG also examined short stay outli-
ers (SSOs),5 a billing designation created to 
provide reduced payment when the LTCH 
patient has a substantially shorter length 

of stay than expected for a particular DRG. 
The SSO threshold is fi ve-sixths of the geo-
metric mean length of stay for the DRG. If 
a discharge occurs on or before that day, 
the stay is classifi ed an SSO, and reimburse-
ment can be reduced. The OIG found that 
SSOs as a percent of LTCH discharges de-
creased from 40 percent in fi scal year (FY) 
2003 to 27 percent in FY 2006. Concomi-
tantly, however, LTCHs increasingly dis-
charged patients within two days after the 
patients qualifi ed for full long-term care 
(LTC)-DRG payments, ensuring maximum 
payment while minimizing length of stay.

LTCHs have continued to interest the 
OIG; the OIG work plans for 2007 and 
20086,7 included reviews of LTCH claims for 
other compliance areas, including appro-
priateness of payment, admissions from a 
sole acute care hospital, the 25-day length 
of stay requirement, and correctness of in-
terrupted stays. 

Figure 1: Comparison of Projected Net Dollars in Error by Error Type, 
Fiscal Years 2005 and 2007

FY 2005* FY 2007

Original 
Payment

Net Dollars 
in Error

Standard 
Error of Net 

Dollars in 
Error

% of 
Total 
Net 

Dollars 
in Error

Original 
Payment

Net Dollars 
in Error

Standard 
Error of Net 

Dollars in 
Error

% of 
Total 
Net 

Dollars 
in Error

DRG Change $339,586,224 $  35,926,152 $11,353,793 14.7 $315,737,403 $  14,304,542 $12,982,184 10.0

Admission 
Denial

$197,066,376 $197,066,376 $22,086,780 80.6 $109,721,399 $109,721,399 $15,620,644 76.4

Lack of 
Documentation

$  11,417,840 $  11,417,840 $  6,435,804 4.7 $  19,501,556 $  19,501,556 $11,720,434 13.6

Total $4,109,737,606 $244,410,367 $25,654,513 100.0 $4,344,516,015 $143,527,497 $23,450,164 100.0

Rate of 
Improper 
Payments

5.9 ± 0.6% 3.3 ±0.6%

Total 
Discharges**

131,765 132,019

* FY 2005 is used as the initial year for comparison due to differences in the FY 2004 sampling scheme.1 
Other possible errors are billing errors and Maryland length of stay errors, but none of these error types 
were found in the sampled claims reviewed. Data as of January 2009.

** Total discharges at the time of sampling.2

1.  All data in this study were obtained under the Hospital Payment Monitoring Program. Under this 
program, for FYs 2004-2007, short-term acute care claims were sampled by the date of discharge; 
long-term acute care claims were sampled by the claims processing date for 2004 and by the date of 
discharge for FYs 2005-2007.

2.  Krushat, W.M and Bhatia, A.J. Estimating Payment Error for Medicare Acute care Inpatient Services. Health 
Care Financing Review, 26(4), 2005.
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WHAT IS A LONG-TERM CARE HOSPITAL?
LTCHs and short-term acute care hospitals 
(STCHs) are similar in that both types of hos-
pitals admit and treat patients whose medi-
cal condition requires an inpatient hospital 
setting. LTCHs, however, are intended to 
treat patients with medically complex con-
ditions that require an acute level of care 
for longer periods than traditionally provid-
ed in the STCH setting;8 acute referring to a 
high level or intensity of care.

LTCHs typically provide extended medical 
and rehabilitative care for patients who are 
clinically complex and suffer from multiple 
acute or chronic conditions. Services may in-
clude comprehensive rehabilitation, respira-
tory therapy, cancer treatment, head trauma 
treatment, and wound or pain management.9

For Medicare payment purposes, LTCHs 
are separated from STCHs under section 
1886(d)(1)(B)(iv) of the Social Security Act, 
where LTCHs are defi ned as having an av-
erage inpatient length of stay of greater 
than 25 days. 

NEW LEGISLATIVE REQUIREMENTS 
The Medicare, Medicaid, and SCHIP Ex-
tension Act of 200710 preserved the average 
length-of-stay requirement for LTCHs and fur-
ther defi ned an LTCH as a hospital “primar-
ily engaged in providing inpatient services, 
by or under the supervision of a physician, to 
Medicare benefi ciaries whose 
medically complex conditions 
require a long hospital stay 
and programs of care provided 
by a long-term care hospital.” 
New facility criteria requiring 
LTCHs to have a patient review 
process that screens patients 
for appropriateness of admis-
sion and validates that the pa-
tient meets LTCH admission 
criteria within 48 hours of ad-
mission also were included.

Further, the law states that 
LTCHs regularly must evalu-
ate their patients’ need for 
continued care and availabil-

ity of discharge options. LTCHs must have 
active physician involvement with patient 
care, including a physician available onsite 
daily and additional consulting physicians 
on call. Lastly, LTCHs must have an inter-
disciplinary team of health care profession-
als to prepare and carry out an individual-
ized treatment plan for each patient.

CONCERNS ABOUT LTCHS

LTCHs have drawn attention by regula-
tors and other oversight entities due to rap-
id growth in the number of facilities, annual 
discharges, and Medicare payments.11 Medi-
care is the major payer of LTCH services, and 
the LTCH prospective payment system is the 
highest-paying PPS in the Medicare program. 
Both the PPSs for STCHs and for LTCHs are 
based upon the same DRGs. The average pay-
ment for LTC-DRGs, however, is much higher 
than the average payment for the same DRG 
under the PPS for STCHs. Data collected un-
der CMS’ charge to estimate an annual Medi-
care fee-for-service error rate 12,13 found an es-
timated average payment for LTCH discharg-
es occurring during FYs 2004-2006 of $30,917, 
compared to $8,078 for STCH claims sampled 
during the same period.14

Until FY 2003, LTCHs were reimbursed 
under a cost-reimbursement-based system 
for Medicare payment. Beginning with FY 
2003, the payment environment changed 

Figure 2: LTCH Claims Payment Error Rates ± Standard Error, 
FYs 2004 – 2007
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when federal regulations published August 
30, 2002, established a PPS for Medicare 
payment of inpatient hospital services fur-
nished by LTCHs.15

Under 42 CFR §412.508(a), the medical re-
view oversight of LTCHs was established by 
stating that a LTCH must have an agreement 
with a quality improvement organization 
(QIO) (formerly a peer review organization 
[PRO]) to have the QIO review on an ongoing 
basis the following: “(1) The medical neces-
sity, reasonableness, and appropriateness of 
hospital admissions and discharges. (2) The 
medical necessity, reasonableness, and ap-
propriateness of inpatient hospital care for 
which outlier payments are sought under 
the outlier provisions of §§412.523(d)(1) and 
412.525(a). (3) The validity of the hospital’s 
diagnostic and procedural information. (4) 
The completeness, adequacy, and quality of 
the services furnished in the hospital. (5) Oth-
er medical or other practices with respect to 
benefi ciaries or billing for services furnished 
to benefi ciaries.” Note that this payment over-
sight responsibility recently has transitioned 
to the FIs and MACs,16 with QIOs retaining re-
sponsibility for other types of reviews, includ-
ing quality of care reviews.

RESULTS OF SAMPLING REVIEWS

With the establishment of the LTC-PPS, CMS 
began reviewing a simple random sample 
of 116 discharges per month from all reim-
bursed LTCH claims nationwide. The pri-
mary purpose of these reviews was to esti-
mate a payment error rate for LTCH claims, 
which along with the short-term acute care 
error rate contributed to the annual “Im-

proper Medicare Fee-for-Service Payments” 
reports for CMS. Quality of care reviews 
were conducted as necessary.17 These data 
also served as a resource to guide program 
efforts to reduce improper payments.18

Preliminary results of the fi rst LTCH sam-
ple reviewed indicated a high admission de-
nial rate of 29 percent;19 however, as cases 
completed the full medical review process20 
during the initial year, and as sampling con-
tinued through fi scal year 2007, payment 
error rates and projected net dollars in er-
ror decreased, indicating that oversight can 
be successful in reducing improper Medi-
care payments (see Figure 1 and Figure 2). 
Estimated net dollars paid in error, howev-
er, were still about $143 million for about 
132,000 annual discharges. Note: the net 
payment error is calculated by subtracting 
underpayments from overpayments while 
the gross error rate is calculated by adding 
the underpayments and overpayments.

The following are major fi ndings21 de-
rived from full medical review results (see 
Figure 3 and Figure 4): 

The percentage of cases in error for 
LTCHs is 50 percent higher than the per-
centage of cases in error for STCHs.
The majority of errors in the LTCH set-
ting were for errors in DRG assignment 
(most often because the principal diag-
nosis was not the principal reason for the 
admission or there were other coding er-
rors such as incorrect procedure codes). 
The rate of DRG changes in LTCHs was 
more than twice that found in STCHs.
LTCHs have a higher admission denial 
rate compared to STCHs, which means 

that the patient did not require 
an inpatient level of care at 
the time the patient was admit-
ted. This fi nding is unexpected, 
as patients admitted to LTCHs 
are to have acute, critical, and 
complex conditions typical-
ly requiring longer courses of 
treatment.
■ For net dollars paid in error, 
admission necessity errors are 

Figure 3: Estimated Case Error Rates for 
LTCH and STCH Claims FYs 2004-2007

Error Type
LTCH Error 

Claims

Percent of 
Total LTCH 

Claims
STCH Error 

Claims

Percent of 
Total STCH 

Claims

DRG Change 47,896 8.7% 1,840,471 4.0%

Admission Denial 33,687 6.1% 2,272,604 5.0%

Lack of Documentation 2,338 0.4% 453,362 1.0%

Total Errors 83,921 15.2% 4,566,437 10.1%

Universe LTCH discharges = 550,790; Universe STCH discharges = 45,924,743
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the source of most improper 
payments for both STCHs and 
LTCHs. For both STCHs and 
LTCHs, an unnecessary admis-
sion determination results in 
recoupment of the entire asso-
ciated DRG payment.
Improper payments for DRG 
changes occur proportion-
ally higher in LTCHs than in 
STCHs.
Delving into the claims with er-

rors in DRG assignment revealed 
that over 20 percent of this subset 
of claims had the originally billed 
DRG changed to DRG 462 (Rehabilitation). 
In addition, for claims with DRG assignment 
errors, reviewers22 identifi ed issues related 
to lack of complete documentation to sup-
port the coding of excisional debridement, 
which is a surgical procedure. A recent Cod-
ing Clinic23 has indicated that excisional de-
bridement may be coded if documented as 
such by the physician. Reviewers found, 
however, that documentation to support 
that an excisional debridement was actually 
performed often was not present in the sub-
mitted medical record documentation.

So:
Why is the admission denial rate higher 
for LTCHs than STCHs?
Are there more DRG change errors for 
LTCH claims than STCH claims because 
documentation for LTCH claims is not 
clear as to the reason for the patient’s ad-
mission or does not support the diagno-
ses/procedures billed? 
At this time, the data can only suggest di-

rections for further research. It is possible 
that the higher admission denial rate in the 
LTCH setting could be due to placement of 
patients in the LTCH who are more suited 
to other levels of care, such as rehabilita-
tion or skilled nursing care, a hypothesis 
supported by the incidence of DRG chang-
es to DRG 462. It is also possible that docu-
mentation in the medical record simply did 
not justify the patient’s admission, even 
though there may have been a need. DRG 

changes could be more prevalent in the 
LTCH setting due to the relative newness 
of the LTC-PPS, a hypothesis supported by 
improvements with oversight. 

SUGGESTIONS FOR COMPLIANCE OFFICERS

Compliance offi cers working in the LTCH 
setting face many of the same challenges 
as those in other health care settings. As 
in other settings, collaboration with medi-
cal staff, utilization review, and coding staff 
to examine the hospitals’ processes related 
to compliance issues is critical. It is critical 
that these individuals work together to:

ensure that patients require the type and 
level of care provided by LTCHs;
closely monitor readmissions from the 
host hospital (for hospitals within a hos-
pital);
conduct regular continued-stay review to 
ensure patients still require an acute lev-
el of care; monitor SSOs and patients who 
are discharged just after the SSO thresh-
old to avoid potential impropriety;
ensure that documentation contained 
within the medical record supports the 
patient’s need for admission, the reason 
the patient was admitted, and all addi-
tional diagnoses/procedures;
follow the Offi cial Guidelines for Coding 
and Reporting24 for assignment of the 
principal diagnosis and when uncertain 
should query the physician for clarifi ca-
tion; and

Figure 4: Projected Net Dollars in Error, as a Percent of 
Total Reimbursement ± Standard Error, FYs 2004-2007
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review the hospital compliance auditing/
monitoring plans to ensure that identi-
fi ed problematic areas are reviewed and 
any resulting concerns are addressed.
Compliance offi cers at LTCHs should note 

the possibility of increased scrutiny and 
should take steps to ensure compliance pro-
grams are sound and maintained; an ounce 
of prevention is worth a pound of cure!
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The Core of Clinical 
Documentation Improvement: 

Physician Documentation 
Education

Programs Must Be Two-Pronged and Focus on 
General and Specialty-Specifi c Documentation

Betty B. Bibbins

This article is the fi nal in a series of three articles 
that discuss why acute care hospital-based clini-
cal documentation improvement (CDI) programs 

are an important component for compliance, especial-
ly with the implementation of the Centers for Medicare 
& Medicaid Services (CMS) Recovery Audit Contractor 
(RAC) Program that is now “rolling” into effect across the 
United States.

In the fi rst article, we discussed why the RAC program 
was implemented and why CDI programs can proactive-
ly support appropriate documentation (and associated 
coding) of patient care provided. The second article dis-
cussed the importance of compliance offi cers proactive-
ly assisting with accountability and regulatory oversight 
regarding the documentation/medical necessity condi-
tions of participation with Medicare in supporting ef-
forts of acute care facilities with regard to appropriate 
standards being communicated to Medicare and other 
third-party payers.

This third and fi nal entry of the series aims to go to-
ward the center of all the other components. While we dis-
cuss the appropriate workings of compliance offi cers, the 
appropriateness of CDI specialists and coder queries, the 
medical necessity reviews by utilization review specialists, 
and the correct billings by revenue cycle specialists,  rare-
ly do we see discussions regarding the core of what all of 
these areas are based upon…physician documentation — 
more specifi cally, physician documentation compliance 
education and documentation of medical necessity.

As physicians, we learn to practice and communicate 
the practice of clinical medicine physician-to-physician. 
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In other words, when one physician docu-
ments (even in brief medical record clini-
cal entries) regarding patient care, we un-
derstand the “short hand” of clinical med-
icine, thanks to the seven to 15 years of 
medical training received. We understand 
the entire pathological continuum process 
of any given disease process, and we do not 
necessarily have to write a textbook type 
of entry for other physicians to understand 
what we are doing with our patient care.

There is one area, however, that we as 
physicians receive scant education, and 
that is regarding documentation for  com-
municating to nonphysician health care 
providers and meeting criteria for third-
party payers — specifi cally Medicare’s con-
ditions of participation for physicians and 
hospitals that are dependent on physician 
documentation as the basis for all inpatient 
and outpatient care provided at their facil-
ities. Medicare’s standards are also being 
utilized by other third-party payers when 
their methods have been proven to reduce 
costs and reimbursements for poor quality 
care and waste within health care.

At this time, we are going to discuss the 
importance of physician education regard-
ing documentation improvement and how 
important it is that the hospitals and compli-
ance offi cers work together to do their due 
diligence in enhancing physician documen-
tation improvement education in addition 
to providing support personnel (such as CDI 
personnel, utilization review (UR) reviewers, 
coders, and fi scal revenue cycle personnel) 
that are being utilized already. Without phy-
sician whole-hearted cooperation, however, 
that is based upon appropriate documenta-
tion knowledge and education above and be-
yond medical knowledge, there will continue 
to be “target rich areas” for RAC data mining 
recoupment within the medical records of 
hospitals and physician offi ces. 

Without documentation education being 
an additional component of a physician’s 
medical education, there will be little for-
ward movement in the areas of compliance. 
All that can be done is that facilities will 

work with whatever information they have 
to work with within the medical record, but 
it will be only a fraction of the capture of 
the true severity-of-illness to justify the con-
sumption-of-resources and establish medi-
cal necessity for levels of care provided.

Physicians are very good at communicat-
ing physician-to-physician. There needs to 
be additional training, physician-to-physi-
cian, through hospital formal, educational 
medical staff meetings. This training must 
be two pronged: (1) general documentation 
education language that all providers must 
be fl uent in; and (2) specialty-specifi c de-
partmental training for the major areas of 
medicine and surgery as well as subspecial-
ties such as cardiology, pulmonology, neph-
rology, and geriatrics. For example, help-
ing physicians communicate in the medi-
cal record that patients may have “chronic, 
stable” comorbid medical problems rather 
than “past history” of a medical problem.

Patients on long-term medical manage-
ment may not have had an acute case of a 
disease process recently, but if the patient 
becomes ill with another medical problem, 
or stops taking his or her routine medica-
tions, then that specifi c “past” problem pos-
sibly may become an acute, current prob-
lem. For instance, a well-controlled diabet-
ic may become an uncontrolled diabetic if 
a serious infection develops.

Physicians need ongoing clinical docu-
mentation education. Acute-care hospitals 
must make physician documentation edu-
cation a number one goal to improve the 
capture of quality of care provided at their 
facilities and not just clinical documentation 
improvement support (such as CDI person-
nel, et cetera) but providing the actual edu-
cation and updating for physicians. 

One route is to work actively to make this 
education criterion for re-credentialing for 
medical staff privileges. This will impress 
upon physicians the true importance of doc-
umentation. Also, it will demonstrate that 
the facility is taking this proactive step in 
preparation for, and response to, the RACs, 
Comprehensive Error Rate Testing (CERT) 
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program, Medicare administrative contrac-
tors (MACS), and other regulatory agencies 
that are doing their due diligence in actively 
recovering reimbursements for care qual-
ity that is poorly documented, or not docu-
mented at all, within the medical record.

One of the main complaints from phy-
sicians (from personal experience) is that 
they know how to document — it has got-
ten them “this far” in their professional 
lives — but how many receive feedback in 
the form of quarterly reports from facilities 
regarding standards of care goals or core 
measure goals? Do they have rankings of 
appropriate criteria for inpatient versus 
outpatient observation admission criteria? 
(Individual physician identities are pro-
tected, of course.) How many receive any 
facility feedback, other than the number of 
queries made of them, and how many do 
they respond to versus ignore?

Physicians may not know the perceived 
quality, or lack of quality, that is depen-
dent upon the specifi city and complete-
ness of their documentation. They need to 
know how their profi les as well as the fa-
cility’s profi le are impacted by clinical and 
medical necessity documentation. This in-
formation needs to be communicated to 
physicians through the medical (e.g., medi-
cal staff director, vice president of medical 
affairs) and administration leadership. This 
communicates the importance and need 
for all in health care to work together. Also, 
the information communicated needs to 
emphasize that improved documentation 
means not merely more words within the 
medical record but more effi cient wording 
within the medical record.

Physicians need to be aware of the com-
pliance components of their practice of 
medicine as well as the documentation of 
their practice of medicine. This compliance 
also will help the physician within the pro-
active aspects of care. It will demonstrate 
the additional compliance education un-
dertaken by the physician, which also will 
demonstrate quality of care for which the 
RACs are searching.

When Medicare went to value-based pur-
chasing, this became the key mechanism for 
transforming Medicare from a passive pay-
er to an active payer. The current Medicare 
physician reimbursement schedule is now 
based upon quantity and resources con-
sumed, not on quality or value of services. 
Thus, to quantify the care provided, Medi-
care developed the follow equation:1

   Value  = Quality/Cost:
Quality  Quantifi able through outcome 

studies (claims data analysis and 
processing from documentation and 
coding).

      Cost    Directly quantifi able through claims 
data.

To physicians and hospitals, this means 
that the documentation and coding of care 
provided, as well as fi scal cost data that are 
submitted to Medicare (in the health care 
providers own “words”), are the compo-
nents used to show the quality and value of 
care provided. This means that the greater 
the severity-of-illness managed at the most 
justifi able cost equates to a better value and 
higher quality of health care provided. Phy-
sicians must know the expectations of doc-
umentation of care to maintain and keep 
our health care system viable in the era of 
economic decline; we must provide the best 
levels of care for all severities of illness.

This leads us to a number of questions 
that we have to ask regarding the capturing 
of the true levels of care provided to hospi-
talized patients. These include:

Does the acute care facility provide annu-
al, ongoing clinical documentation CME 
(continuing medical education) to attend-
ing physicians as a criterion for main-
taining active medical staff membership? 
This could show due diligence on the hos-
pital’s part to the improvement of quality 
as well as the emphasis on compliance for 
the RACs. This also could include evalu-
ation and management (E&M) documen-
tation education and coding, which would 
impact physician “buy-in.”
Have your CDI and educational pro-
grams been rolled out to physicians by 
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your hospital leadership to emphasize 
the importance to the highest levels?
Do you provide ongoing documentation 
and medical necessity education for your 
emergency department physicians? This 
education can signifi cantly impact the 
survival of this critically utilized depart-
ment in today’s economic environment.
Clinical documentation education and 

programs are becoming a major compo-
nent within acute care hospitals. This is an 
evolving, new arena within health care by 
which hospitals and physicians are graded 
and compared to other providers, regional-
ly and nationally. Programs, including the 

RACs, MACs, and CERTS, are all ready to 
judge compliance to Medicare regulatory 
rules, as well as to recoup past, current, and 
future reimbursements. Hospitals and phy-
sicians are evolving together in ways that 
shift the paradigm regarding the communi-
cation of patient care. Improved communi-
cations of compliance and quality of health 
care will come with these new changes.

Endnotes:
1.  CMS VBP White Paper (2007), www.cms.hhs.gov/

AcuteInpatientPPS/downloads/hospital_VBP_plan_
issues_paper.pdf. Additional information about CMS 
and the OIG is available at www.cms.hhs.gov, www.
cms.hhs.gov/HospitalAcqCond, and www.oig.hhs.gov.
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FOR THE RECORD
ROY SNELL

Former FBI Special Agent Talks 
about His Move to the “Other 
Side” of Compliance

Gaining the Respect of Those in Your Organization 
is Vital to Achieving Success

Matthew F. Tormey is the vice president of Com-
pliance, Internal Audit, and Security for Health 
Management Associates. He can be reached at 

239/552-3503 or be email at Matt.Tormey@hma.com.

Snell: Tell us about your background prior to becoming 
a compliance offi cer.

Tormey: I graduated law school in 1990 and practiced 
law until I was accepted into the Federal Bureau of In-
vestigation (FBI) in July 1991. After attending training 
in Quantico, Virginia, I was assigned to the New York 
fi eld offi ce where I worked until December 31, 1999. In 
January 2000, I left the FBI and joined Health Manage-
ment Associates as the corporate compliance offi cer.

Snell: Tell us about your time in compliance and how is 
it different from your time in the FBI.

Tormey: The most signifi cant difference relates to the 
scope of responsibilities and the nature of the work. As 
a special agent with the FBI, my primary responsibil-
ity was to conduct investigations. As a corporate com-
pliance offi cer, I am charged with the responsibility of 
implementing, operating, and monitoring all aspects of a 
compliance program, and investigations are just one 
small part.
 
Snell: You have mentioned that gaining respect is a key 
to any compliance offi cer’s success. Can you tell us why 
it is important and how you have worked to gain the re-
spect of your organization?
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Tormey: If your coworkers trust and respect 
you, they will be more likely to bring con-
cerns to your attention sooner rather than 
later, they will be more likely to speak up 
when they suspect illegal, unethical, or oth-
erwise inappropriate conduct, and they will 
be more likely to fully cooperate during in-
vestigations. I know that they are supposed 
to do those things anyway, but the reality 
is that it does not always happen. Building 
relationships based upon trust and respect 
increases the likelihood that potential issues 
will be reported and increases the likelihood 
that a compliance offi cer will get the call 
saying “just in case you have not heard…” 
rather than, “oh, I thought that someone 
else would have reported this.”

The way that I have tried to build these 
relationships of trust and respect is infor-
mally interacting with as many employees 
as possible at all levels of the company and 
responding to their questions and concerns. 
It is no secret that if the compliance offi cer 
shows up to speak with an employee, there 
is a natural reaction for employees to be 
nervous, concerned, or possibly intimidat-
ed. If your fi rst interaction with others is 
more social than formal compliance busi-
ness, this helps to break down any barriers 
to open future communications.

Snell: What are some of the key issues you 
will be focusing on in the next year?
 
Tormey: My number one focus area has al-
ways been to establish and maintain a culture 
whereby employees will not tolerate illegal, 
unethical, or otherwise inappropriate con-
duct. Two critical elements of this focus area 
are making employees aware of the risk ar-
eas and making them feel comfortable about 
communicating concerns. In furtherance of 
this goal, I regularly communicate with all 
relevant employees about settlements, inves-
tigations, audits, and other problematic areas 
identifi ed by the government.

Snell: You have set up a meeting with 
some of your former colleagues at the 

FBI. Tell us a little about the purpose of 
the meeting.

Tormey: Approximately two years ago, the 
FBI established an Offi ce of Integrity and 
Compliance, which is essentially the FBI’s 
internal compliance program. Recently, I 
helped set up a meeting with representatives 
from the FBI as well as several compliance 
experts from different industries to share 
best practices. The meeting was incredibly 
productive due primarily to the open and 
candid discussions by everyone involved.
 
Snell: You have recently joined the Health 
Care Compliance Association (HCCA) 
board. Tell us a little about why you be-
came involved.

Tormey: HCCA is an invaluable resource to 
thousands of compliance offi cers through-
out the country, and its continued pres-
ence and growth is vital. I have benefi ted 
immensely from being a member, and now 
I would like to give the benefi t of my ex-
periences back to the organization that has 
given so much to me and my hospital com-
pliance offi cers. 
 
Snell: You work with hospitals of all sizes, 
but some of the hospitals you work with are 
small and have fewer resources. How do 
small hospitals deal with the requirement 
of naming a compliance offi cer? How do 
they do it when they have so few resources 
to begin with?

Tormey: The corporate offi ce has built the 
infrastructure and provided the resourc-
es for all of our hospitals to establish and 
maintain a compliance program. The hos-
pital compliance offi cer is designated and 
trained by the corporate offi ce consistent 
with the requirements of our compliance 
program. When there are issues or matters 
that the hospital compliance offi cer or oth-
er staff do not have the time, expertise, or 
resources to handle, they will solicit the as-
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HIPAA
BOB BROWN

New Technologies Have Created 
New Threats to Electronic 
Protected Health Information

ARRA Privacy Provisions Are Designed to Mitigate 
These Threats

The new privacy provisions contained in the Ameri-
can Recovery and Reinvestment Act (ARRA) have 
provoked considerable discussion and triggered 

some dismay. While many of the provisions may appear 
to present compliance challenges to covered entities, de-
tailed compliance cannot be mapped out yet. 

The Act calls for the promulgation of a number of 
rules, recommendations, and guidance documents from 
various federal agencies, departments, and committees 
that will provide the specifi c details required for compli-
ance. (For a timeline of when these various documents 
are supposed to be available, go to geekdoctor.blogspot.
com/2009/03/timeline-for-arra-privacy-provisions.html).
While we are waiting for these documents, it might be 
instructive to review the rationale behind the new rules. 
Presumably, this same rationale will guide the forthcom-
ing recommendations, rules, and guidance documents.

Like the original Health Insurance Portability and Ac-
countability Act (HIPAA) privacy and security rules, the 
new provisions are intended to provide the necessary 
privacy and security framework that will allow for the 
continued application of information technologies to 
help achieve the main goal of the administrative simpli-
fi cation provisions of HIPAA: to improve the effi ciency 
and effectiveness of the health care system. The intro-
duction of the new provisions are designed to address 
new threats and opportunities presented by new tech-
nologies such as interoperable electronic health records 
(EHRs), personal health records (PHRs), health informa-
tion exchanges (HIEs), and state and national health in-
formation networks (HINs).

Since the adoption of the privacy and security rules, 
more protected health information is being stored in 



Journal of Health Care Compliance — July – August  200936

HIPAA

EHRs, more individuals are entering their 
own health information into PHRs, and 
more of this information is being stored 
in repositories in HIEs and transmitted 
through HINs. Many of the organizations 
operating PHRs, HIEs, HINs, and other sys-
tems that are being used to collect, store, 
and communicate individually identifi able 
health information are business associates 
and not covered entities under HIPAA. As 
such, they were not subject to the enforce-
ment provisions in the HIPAA rules.

ARRA corrects this in section 13401, “Ap-
plication of security provisions and penal-
ties to business associates of covered enti-
ties.” Business associates are now directly 
covered by the HIPAA rules.  This section 
also makes it clear that pretty much any 
entity that owns or operates any of the 
components of the emerging health in-
formation network in which individually 
identifi able health information is housed is 
a business associate.

As more and more individually identifi -
able health information is transmitted to 
health information exchanges, stored in on-
line registries and databanks, and transferred 
from one system to another, more large scale 
breaches of security are likely. ARRA section 
13402, “Notifi cation in the case of breach,” is 
designed to mitigate that risk. 

This section mitigates the risk in two im-
portant ways. First, it requires notifi cation 
of each individual whose protected health 
information has been, or is reasonably be-
lieved to have been, illegally accessed, ac-
quired, or disclosed so the individuals can 
take whatever steps they can to protect 
themselves. Second, because the notifi ca-
tion of breach is only required if the infor-
mation is unsecured, this rule encourages 
the use of appropriate technologies to se-
cure protected health information con-
tained in these systems. 

Until now, vendors and users of health 
information technology (HIT) systems 
have been slow to adopt readily available 
security technologies that can provide sig-
nifi cantly improved protection to PHI in 

transit and at rest. Many recent high-pro-
fi le breaches could have been prevented by 
encrypting data stored on hard drives and 
portable media.

This new rule should stimulate demand 
by customers for HIT vendors to incorpo-
rate the “technologies and methodologies 
that render protected health information 
unusable, unreadable, or indecipherable to 
unauthorized individuals”1 that will obviate 
the breach reporting requirement even if a 
hacker is able to penetrate perimeter de-
fenses and get to the data.

In the original HIPAA rules, individuals 
had a right to an accounting of disclosures 
of their PHI subject to certain exceptions. 
One of those exceptions was for disclosures 
“to carry out treatment, payment and health 
care operations.”2 Two of the reasons for ex-
cluding these types of disclosures from the 
accounting were the administrative burden 
of tracking such disclosures as well as the 
assumption that most disclosures for treat-
ment, payment, and health care operations 
were of a type that a patient would reason-
ably expect and anticipate in the normal 
course of receiving health care.

The accounting was primarily designed 
to provide the individual with information 
on those out-of-the-ordinary disclosures of 
which he or she likely would not be aware. 
With the increasing amount of PHI online, 
however, information is being disclosed for 
treatment, payment, and health care oper-
ations in new ways that most patients may 
not expect (e.g., quality reporting initia-
tives, disease management, incentive bo-
nuses, et cetera). Also, technology embed-
ded in electronic health records can now 
automate the process of tracking who has 
accessed health care records and where 
electronic information has been sent.

Consequently, section 13405 (c), “Ac-
counting of certain protected health infor-
mation disclosures required if covered en-
tity uses electronic health record,” removes 
treatment, payment, and health care oper-
ations from the list of exceptions to the ac-

CONTINUED ON PAGE 65



Journal of Health Care Compliance — July – August 2009 37

Rebecca C. Fayed is an attorney in the 
Health Care Group at Sonnenschein 

Nath & Rosenthal LLP.  She can be 
reached at 202/408-6351 or by email at 

rcfayed@sonnenschein.com.  

SETTLEMENTS
REBECCA C. FAYED

The Narrowing of the OIG’s Self-
Disclosure Protocol:  Where Do 
We Go Now?

The Ability of Medicare Contractors to Analyze 
Stark Law Matters Is Unclear

On March 24, 2009, the U.S. Department of Health 
and Human Services Offi ce of Inspector General 
(OIG) issued An Open Letter to Health Care Provid-

ers (the “2009 Open Letter”) refi ning the agency’s provid-
er self-disclosure protocol (SDP).1 The SDP was developed 
and implemented in 1998 to encourage providers to work 
openly and cooperatively with the OIG by voluntarily self-
disclosing matters involving potential health care fraud.

Although in recent years the OIG has promoted the 
SDP as a means to resolve matters giving rise to civil 
monetary penalties (CMPs) under both the federal phy-
sician self-referral law (Stark law) and the federal health 
care program anti-kickback statute, the 2009 Open Let-
ter narrows the scope of the SDP with regard to the Stark 
law in an effort “to focus [OIG’s] resources on kickbacks 
intended to induce or reward a physician’s referral.” Con-
sequently, many providers are left wondering: where do 
we go now if we uncover a potential Stark law violation 
absent evidence of a kickback intended to induce a re-
ferral? The short answer is this: it’s not clear.

HISTORY OF THE SDP
The SDP was created in 1998 to “offer health care pro-
viders specifi c steps…that may be undertaken if they 
wish to work openly and cooperatively with [the OIG] to 
effi ciently quantify a particular problem and, ultimate-
ly, promote a higher level of ethical and lawful conduct 
throughout the health care industry.”2 Stressing the role 
of health care providers in fi ghting health care fraud and 
abuse, the OIG developed the SDP on the premise that 
health care providers should police themselves, identify 
potential issues, and work with the OIG to correct and 
resolve any problems.
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To assist providers with this, the OIG de-
veloped detailed guidance in the form of a 
disclosure protocol that includes guidelines 
for the voluntary disclosure submission, an 
internal investigation, and a provider self-
assessment. The SDP identifi es the “basic 
information” that must be included in the 
provider’s initial submission to the OIG and 
the “substantive information” that must be 
included in the report following the provid-
er’s internal investigation and self-assess-
ment. The basic information that must be 
included in a provider’s initial submission to 
the OIG generally includes the following:

specifi c provider-identifying informa-
tion, including name, address, and iden-
tifi cation numbers;
a statement regarding whether the pro-
vider has knowledge that the matter be-
ing disclosed, or any other matter, is be-
ing investigated by the government;
a full and specifi c description of the na-
ture of the matter being disclosed;
the type of health care provider implicat-
ed and the federal health care programs 
affected;
the reasons why the provider believes 
that a violation of law has occurred; and
a certifi cation that the submission con-
tains truthful information and is based 
on a good faith effort to resolve any li-
abilities to the government.3

In an effort to encourage more providers 
to utilize the SDP, on April 24, 2006, the OIG 
issued an Open Letter to Providers regarding 
the SDP (the “2006 Open Letter”). The 2006 
Open Letter sought to encourage providers to 
self-disclose matters by committing to resolve 
disclosed matters for amounts at the lower 
end of the damages spectrum, including (as 
appropriate) a multiplier of the excess ben-
efi t conferred on the referral source, as op-
posed to statutory damages. The 2006 Open 
Letter also explained that the OIG would con-
sider the disclosing provider’s existing com-
pliance program when determining whether 
a corporate integrity agreement (CIA) or a 
certifi cate of compliance agreement (CCA) 
would be required to resolve the matter.

Presumably, the promise of lower penal-
ties and less onerous integrity obligations 
was successful at increasing the utilization 
of the SDP because on April 15, 2008, the 
OIG issued another Open Letter to Health 
Care Providers (the “2008 Open Letter”) an-
nouncing clarifi cations and refi nements 
to the SDP. According to Inspector General 
Levinson, the refi nements and clarifi cations 
set forth in the 2008 Open Letter were in-
tended to “increase the effi ciency of the SDP 
and benefi t providers who self-disclose.”

Pursuant to the 2008 Open Letter, a pro-
vider’s initial submission under the SDP 
was required to contain not only the basic 
information set forth above but also  (1) a 
complete description of the conduct being 
disclosed, (2) a description of the provid-
er’s internal investigation (or a commit-
ment regarding when it will be complet-
ed), (3) an estimate of the damages to the 
federal health care programs and the meth-
odology used to reach that estimate (or a 
commitment regarding when the provid-
er will complete such estimate), and (4) a 
statement of the laws potentially violated 
by the conduct at issue. The Open Letter 
also stated that each provider must be in a 
position to complete its investigation and 
damages assessment within three months 
of the provider’s acceptance into the SDP 
program by the OIG.

The 2008 Open Letter also reiterated cer-
tain issues that the OIG had addressed pre-
viously. For example, it stated that the OIG 
expected full cooperation from disclosing 
providers and would remove from SDP par-
ticipation any provider that did not cooper-
ate fully with the OIG in the SDP process. In 
addition, although the 2008 Open Letter ex-
plained that the OIG had streamlined its own 
internal process for resolving these cases 
promptly, it also stressed that the effi ciency 
of the process depended on health care pro-
viders’ determination that the matter consti-
tuted fraud, not “merely an overpayment.”

According to the OIG, the SDP is appro-
priate only for matters constituting poten-

CONTINUED ON PAGE 66
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CREDENTIALING AND COMPLIANCE
MATTHEW HADDAD

Continuous Credentials 
Monitoring: Building a Solid 
Compliance Infrastructure 

Through A Shared Access Platform, Facilities Can 
Check Status, Generate Reports, and Create Web-
based Features

At one time, credentials compliance was only a pe-
riodic concern. Every two or three years — de-
pending on whether facilities were accredited by 

the Joint Commission or the National Committee for 
Quality Assurance — provider credentials were checked 
for compliance with quality standards. Today, creden-
tials verifi cation is being performed more often to com-
ply with a host of new requirements related to health 
care quality concerns.

NEW TRENDS IN PRACTITIONER CREDENTIALS COMPLIANCE

Managed Care
As health care organizations respond to the growing 
trend of consumerism in medicine, physician creden-
tialing processes are likely to change to bring more val-
ue to patients and consumers. Ongoing credentialing of 
physicians is expected to ensure that only high-perform-
ing doctors are included in network offerings, with con-
sumers fl exing their newly acquired muscles to select a 
provider that best meets individual expectations.

Most health plans believe that credentialing of physi-
cians has become a value-negative burden to the system, 
with a growing sentiment that consumers should not be 
penalized through higher premiums to support a process 
that is not of signifi cant benefi t. According to Derek van 
Amerongen, chief medical offi cer of Humana of Ohio, 
“As the wave of consumerism in medicine continues to 
build, we must be ready to jettison the outmoded tasks 
that no longer help consumers but, instead, diminish the 
return on the resources they devote to health care.”1 



Journal of Health Care Compliance — July – August  200940

Credentialing and Compliance

Hospitals
Joint Commission credentialing and priv-
ileging standards require that health care 
facilities no longer conclude that a practi-
tioner’s license and privileges are valid in 
an environment of nonreporting. The new 
standards are designed specifi cally to en-
courage a more evidence-based process.

Hospitals now must factor continuous 
practice evaluation information into deci-
sions to revise, revoke, or renew existing 
privileges. This entails developing clearly 
defi ned, continuous evaluation processes 
for monitoring clinical practice and profes-
sional behavior. Although the type of data 
collected in the continuous evaluation pro-
cess would be determined by the organiza-
tion and approved by the medical staff, rel-
evant data may include:

operative and other clinical procedure 
outcomes;
length of stay patterns;
mortality rates;
risk management data; and
a practitioner’s use of consultants, pharma-
ceuticals, and other treatment modalities.
While there is no specifi c mandate for 

continuous monitoring of background in-
formation (such as licenses, malpractice 
coverage, and other documentation), these 
issues can indicate overall and operative 
practitioner performance, procedure out-
comes, risk management, mortality rates, 
and other indices. Furthermore, regard-
less of current accreditation standards, ad-
vancements in technology likely impact 
what may be considered a prudent stan-
dard of care.

Ongoing monitoring would seem to go 
along with achieving the overall goals 
outlined by the Joint Commission. Ar-
guably, with the technology available, a 
continuous monitoring program is rea-
sonable and could become the industry 
standard. Risk managers for hospitals, 
health plans, Joint Commission-covered 
entities, or other health care organiza-
tions may be well-advised to pursue this 
level of scrutiny. 

Ambulatory Surgery Centers
Furthermore, as the Centers for Medicare 
& Medicaid Services (CMS) embarks on sig-
nifi cant changes to its rules concerning am-
bulatory surgical centers (ASCs), there is 
heightened need among ASCs for ongoing 
monitoring of physician credentials. The 
proposed rules, widely regarded as the larg-
est change in ASC rules since 1982, cover a 
wide range of operating issues. If approved, 
these changes are likely to have a substan-
tial impact on the ASC industry.

New regulations would create a more 
comprehensive quality assessment and 
performance improvement program for 
ASCs, further pressuring these centers to be 
vigilant about credentialing. Prudent risk 
management would suggest that ASCs es-
tablish a plan to implement the technology 
that will result in more accurate and up-to-
date records at vastly reduced costs. To do 
nothing risks lower reimbursements, back 
charges, potential fi nes, and tort claims as-
serting negligent credentialing.

ASCs exist in all 50 states and can be 
found throughout the world. In the United 
States, most ASCs are licensed, certifi ed by 
Medicare, and accredited by one of the ma-
jor health care accrediting organizations. 
While these surgery centers have always 
qualifi ed for Medicare reimbursement, the 
regulatory change impacts reimbursement 
methodology.

Of special concern is the manner in 
which the rules will impact the way in 
which ASCs disclose physicians’ fi nancial 
interests in the facility. Documenting and 
validating all provider information will be 
imperatives for compliance and operations 
within the proposed guidelines.

Additionally, the recently introduced 
recovery audit contractor (RAC) initiative 
establishes a Medicare auditing program 
that utilizes private fi rms to examine phy-
sician, hospital, nursing home, and other 
health care facility claims to fi nd instanc-
es in which the government has overpaid 
providers. Medicare will deny claims and 
reimbursement for services when fi nd-
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ings uncover, among other things, unli-
censed providers.

Health care organizations need to an-
ticipate increases in denials of claims/
reimbursement and back charges by ag-
gressive RAC agents for services per-
formed by practitioners with license is-
sues. Currently, most health plans and 
hospitals only fully verify credentials ev-
ery two to three years. While CMS does 
require licenses to be checked at expira-
tion in acute care, the tedious nature of 
performing these verifi cations may cause 
it to be performed in an inconsistent or 
less-than-thorough manner.

Also, CMS requires that monthly verifi -
cations be performed on federal sanctions 
on providers to ensure that practitioners 
accepting federal reimbursements are eli-
gible by not having federal sanctions. The 
process of manually reverifying all practi-
tioners each month is labor-intensive, te-
dious, and not as accurate as an automated 
process that obtains the information direct-
ly from the applicable databases continu-
ously and reports changes in status to the 
credentialing staff.

Continuous monitoring and verifi cation 
of credentials presents a dependable, cost-
effi cient solution for all stakeholders. Not 
only will it result in the rapid identifi cation 
of noncompliance, but continuous moni-
toring technology encourages greater com-
pliance and diligence by providers, the by-
product of which is “best practices” and re-
duced risk for the organization as a whole.

ACHIEVING CONTINUOUS DATA INTEGRITY 
THE COST-EFFICIENT WAY
As a stop gap, organizations may try to 
continuously monitor their practitioners 
through manual processes. Staff would be 
charged with verifying licenses, certifi ca-
tions, and other credentials by provider 
on a repeating schedule such as once a 
week, month, or three months, et cetera. 
This task would include using the Web to 
search third-party databases, obtain copies 
of the results found, and then compare the 

information obtained with the records con-
tained in their fi les.

The feasibility of implementing such a 
process will depend on the size of the net-
work. Once you exceed 100 providers, how-
ever, manual processes become less fea-
sible. At a certain point it is necessary to 
utilize technology to automate this process 
whereby Web-based databases are queried 
continuously to retrieve and update pro-
vider information.  Such processes can cut 
the expense of continuous monitoring by 
80 percent or more.

VERIFY THE IMPORTANT DATA AND 
INFORMATION
Ideally, each facility should verify the fol-
lowing credentials for all independent li-
censed practitioners in consideration of re-
viewing their initial application for clinical 
privileges or reapplication:

state medical license;
Drug Enforcement Administration 
(DEA) certifi cate and, if applicable, state 
equivalent;
certifi cate of malpractice insurance;
criminal background check and abuse 
registry check;
professional references;
questionnaire about disciplinary action, 
privilege restrictions, criminal viola-
tions, controlled substance violations, 
malpractice claims;
query to the National Practitioner Data 
Bank;
liability claims history;
Offi ce of Inspector General (OIG)/Gen-
eral Services Administration (GSA)/Of-
fi ce of Personnel Management (OPM) 
Excluded Parties List System (EPLS);
government-issued picture identifi ca-
tion;
medical school residency/internships;
fellowships/other professional training;
Educational Commission for Foreign 
Medical Graduates (ECFMG);
board certifi cation;
hospital affi liations; and
work history review.
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With the advent of sophisticated technol-
ogy solutions, many facilities now are opt-
ing to outsource this functionality. Through 
a shared access platform, facilities can 
check status, generate reports, and even 
create Web-based privilege forms, schedule 
practitioners, and other features. Essen-
tially, an organization can create a virtual 
medical staff offi ce where all the systems 
are in one convenient electronic location, 
lower their costs of credentialing, and de-
crease their risk.

For facility staff, this solution also re-
lieves burdensome repetitive tasks so that 
they can focus on the business of maintain-
ing patient safety and providing services 
to their practitioners. Ongoing verifi cation 
also means that there are no unwelcome 
surprises at the end of each day since fa-
cilities always know the status of creden-

tialing activity. Outsourcing is becoming 
popular since it substantially eliminates 
credentialing paperwork, saves on data en-
try, eliminates costly subscriptions to refer-
ence sources, and ensures that the facility 
is compliant with regulatory requirements.

An increasing number of health care 
organizations are embracing this change 
and implementing new monitoring tech-
nologies to minimize risk to their patients 
and ensure against legal fall-out, making 
Web-based credentialing one of the latest 
and most promising tools for planning and 
implementing a compliance program that 
meets federal standards.

Endnotes:
1.  Van Amerongen, Derek; Physician Credentialing In 

A Consumer-Centric World; Health Affairs; The Policy 
Journal of the Health Sphere; content.healthaffairs.
org/cgi/content/full/21/5/152.
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COMPLIANCE AND QUALITY
D. SCOTT JONES  / RORY S. JAFFE

Patient Safety Organizations: 
Champions for Quality

Hospitals, Providers, Clinicians, and Compliance 
Offi cers Have a New Means of Improving Quality 
and Compliance 

The Patient Safety and Quality Improvement Act of 
2005 (PSQIA, PL 109-41, 42 U.S.C. 299 b-21-b-29) 
included development of patient safety organiza-

tions (PSOs) as a means of allowing health care organi-
zations, physicians, clinicians, quality, and compliance 
managers to share quality and incident data to improve 
the quality of care provided to patients.1 The goals of 
PSOs include reducing the frequency of incidents that 
result in adverse patient outcomes and improving pa-
tient safety and the quality of care.2 On November 21, 
2008, 42 CFR Part 3, the Patient Safety and Quality Im-
provement: Final Rule appeared in the Federal Register, 
authorizing the creation of PSOs and invoking unique 
protections for the information shared with PSOs.3 

In this article, we interview physician, compliance of-
fi cer, and quality leader Rory Jaffe, MD, MBA, to learn 
more about PSOs and how they work to improve qual-
ity and compliance. Dr. Jaffe is the executive director 
of the California Hospital Patient Safety Organization 
(CHPSO), the second registered PSO established in the 
United States. He has a distinguished career as a physi-
cian, quality, and compliance offi cer and is the imme-
diate past president of the Health Care Compliance As-
sociation (HCCA). He also established the fi rst-ever na-
tional Compliance and Quality Conference that is now 
in its third year. 

PROMOTING A SAFETY CULTURE; PROTECTING INCIDENT 
AND PATIENT SAFETY DATA: KEYS TO IMPROVING QUALITY 
In the PSQIA, federal legislation recognized the need for 
health care providers, clinicians, hospitals, and health 
care organizations of all types to share data on incidents 
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and quality improvement without fear of 
disclosure. The Patient Safety Act includes 
formidable protections against discovery, 
subpoena, and disclosure of information 
shared with PSOs for the purposes of im-
proving patient safety.4 

Are PSOs important to compliance offi -
cers? According to Dr. Jaffe, “Compliance offi -
cers have to be aware of PSOs and understand 
the privilege protections provided informa-
tion shared with the PSO. The strong federal 
protections established in PSQIA apply to pa-
tient safety work product (PSWP). Specifi cal-
ly, PSWP is defi ned as “…any data, reports, 
records, memoranda, analyses (such as root 
cause analyses), or written or oral statements 
which are assembled or developed by a pro-
vider for reporting to a patient safety orga-
nization and are reported to a patient safety 
organization; or are developed by a patient 
safety organization for the conduct of patient 
safety activities; and which could result in 
improved patient safety, health care quality, 
or health care outcomes; or which identify or 
constitute the deliberations or analysis of, or 
identify the fact of reporting pursuant to, a 
patient safety evaluation system.”5

PSQIA goes on to specify, however, that 
medical records, billing and discharge in-
formation, or other original patient records 
are not considered PSWP. 6 Also, from a sys-
tems standpoint, ultimately the culture of 
safety and the culture of compliance are 
very similar. Measuring these cultures re-
quires asking the workforce many of the 
same questions, such as: Are you aware 
of problems? Are you comfortable discuss-
ing them without fear of reprisal? Is ap-
propriate action taken when problems are 
identifi ed?”7 Compliance offi cers should 
collaborate with those working on patient 
safety to develop an organization with these 
four cultures of safety and compliance:

Just culture: Errors and unsafe/improp-
er acts will not be punished if the error 
was unintentional; however, those who 
act recklessly or take deliberate and un-
justifi able risks will still be subject to dis-
ciplinary action.

Reporting culture: People have confi -
dence to report safety/compliance con-
cerns without fear of blame. Confi den-
tiality will be maintained, and the infor-
mation they submit will be acted upon.
Informed culture: The organization col-
lects and analyzes relevant data and ac-
tively disseminates safety/compliance 
information.
Learning culture: The organization is 
able to learn from its mistakes and make 
changes.

PATIENT SAFETY WORK PRODUCT 
PROTECTIONS
Protection of PSWP is a foundation of 
the effectiveness of PSOs. Organizations 
should carefully review the Act, the fi -
nal rule, and consult with their PSO of 
choice (as well as competent legal coun-
sel, if necessary) to consider protections 
and establish proper reporting systems. 
In addition to reading provisions of the 
Act, readers are directed to the fi nal rule, 
specifi cally the section “When is infor-
mation protected” at www.pso.ahrq.gov/
regulations/2008-27475_pi-1.pdf (Accessed 
5/14/09) for a detailed discussion of what 
information is, and what information may 
not be, protected.

Once PSWP enters the PSO system, it is 
protected from disclosure by layers of reg-
ulations, including Health Insurance Por-
tability and Accountability Act (HIPAA), 
PSQIA, and civil monetary penalty protec-
tions. These protections are noted to ex-
tend broadly to: 

…patient, provider, and reporter 
identifying information….that is 
collected, created, or used for pa-
tient safety activities and imposes 
civil monetary penalties (CMPs) for 
impermissible disclosures of this in-
formation…8

CHPSO addresses the issues of discover-
ability of information and liability for that 
information at www.chpso.org:
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Until passage of the Patient Safety 
and Quality Improvement Act of 
2005 (PSQIA), we did not have the 
appropriate tools to address systems 
issues and disseminate information 
learned from safety events. Quality 
improvement activities tended to be 
regulated by state laws, which gen-
erally addressed peer review of the 
qualifi cations and skills of individ-
ual practitioners. Systems review, 
and the types of activities that ben-
efi t systems learning, were not pro-
tected by the state laws. The lack of 
protection inhibited reporting and 
learning from these failures.

Systems failures, unlike individu-
al failures, are often best addressed 
by sharing the experience with oth-
ers (e.g., other hospitals). The PSQIA 
recognizes this, and created PSOs as 
a method of sharing and analyzing 
information within a sphere of confi -
dentiality for both patient and provid-
er, and privilege from discovery.9 

“Compliance offi cers and legal counsel 
need to study the confi dentiality and privi-
lege rules that are part of PSQIA,” says Dr. 
Jaffe. “It is important to ensure the right 
kind of data is protected as patient safety 
work product. It is important to know that 
releasing information containing provider 
identifi cation under PSWP protections re-
quires consent of all health care providers 
who are affected.

“The strong protection for PSWP means 
that for the fi rst time we can talk about and 
share information across our health sys-
tem without fear of discovery. We can talk 
about problems. We can write emails about 
concerns. We can hold meetings and open-
ly discuss issues and needs, and all of these 
actions are protected as long as the PSWP 
privilege is properly invoked,” he adds.

PSOs also allow health care providers 
and organizations to aggregate data from a 
large number of sources to better analyze 

issues that may affect patient safety. Prior 
to the Patient Safety Act, safety concerns 
seldom were analyzed across a variety of 
health care providers and institutions, due 
in large part to fears of discovery. The PSO 
will be able to produce detailed analysis 
of patient injury events and incidents, de-
pending on the quality and quantity of data 
collected by health care organizations that 
become its members.10 

The signifi cance of this ability to share 
data is immediately clear: Health care fa-
cilities and providers will now be able, 
through PSOs, to develop and obtain na-
tional benchmarks for safety and quality 
improvement. Aggregated data also will al-
low an understanding of the systems issues 
behind the event — a perspective that fre-
quently requires comparison of experienc-
es among many providers.

They can use these comparisons to eval-
uate their own experiences and improve 
processes. Instead of working to improve 
safety in isolation, health care providers 
can share information that can provide 
means for a unifi ed approach to improve-
ments. Forward-thinking organizations can 
use data from the risk experiences of oth-
er organizations to design new approaches 
and identify concerns that have not yet re-
sulted in injuries in their own facilities.

Establishment of these unique federal 
protections gives health care organizations 
and providers a unique new ability to share 
data, develop information on patient safety 
and injury events, and develop solutions to 
common problems. The potential impact 
on improving quality of care and reducing 
patient injuries is huge. The PSO is a huge 
leap forward in the ability of health care 
organizations to improve quality. To serve 
effectively, PSOs now need patient safety 
data from health care providers. 

SETTING UP INTERNAL SYSTEMS FOR PSWP
A large part of preparing to effectively uti-
lize membership in a PSO involves setting 
up internal policy and procedure that will 
organize a patient safety evaluation system 
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(PSES). The PSES is a process of includ-
ing information in a protected investiga-
tion process and establishing patient safety 
work product protections. 

“The workfl ow process may include in-
struments that collect incident or event 
data, communications between investigat-
ing staff, memos, medical staff reports, even 
email messages between involved staff 
members,” says Dr. Jaffe. “It is important to 
fully understand the internal PSES described 
in detail in PSQIA and the fi nal rule.”

He also notes that once information en-
ters the PSES, it may be extracted from the 
system only before submission to the PSO. 
“Let’s say a medical staff recognizes that 
a series of patient injury events reveals a 
need to report a provider. Information can 
be extracted from the PSES and used to 
make a report to the Board of Medical Ex-
aminers, for example. And, of course, man-
datory state reports must still be made, 
even though data may also be in the PSES. 
If the information in the PSES has already 
been reported to a PSO, the provider may 
have to independently recreate the report. 
Therefore, timing of PSO submission and 
coordination with reporting requirements 
is important.”

CHOOSING A PSO
CHPSO was the second PSO in the country 
registered with the Department of Health 
and Human Services (HHS) and the Agen-
cy for Healthcare Quality and Research 
(AHRQ). It is one of only 59 PSOs listed by 
AHRQ as of the time this article was written. 
Only PSOs listed with HHS and AHRQ and 
displayed on the AHRQ Web site are quali-
fi ed to receive and use provider information 
on patient safety events or incidents.11 A list 
of the 59 approved PSOs (as of the time of 
this article) can be seen on the HHS/AHRQ 
PSO Internet site at www.pso.ahrq.gov/list-
ing/psolist.htm (Accessed 5/12/09).

“PSOs are governed by a bazillion regula-
tions,” says Dr. Jaffe. A review of the PSO 
application for listing with HHS reveals a 
small part of the diffi culty involved in estab-

lishing a PSO. The application form requires 
extensive and detailed information.12 In ad-
dition, PSOs must follow a specifi c scope of 
required work. The patient safety activities 
required under 42 USC include: 

efforts to improve patient safety and the 
quality of health care delivery;
the collection and analysis of patient 
safety work product;
the development and dissemination of 
information with respect to improving 
patient safety, such as recommenda-
tions, protocols, or information regard-
ing best practices;
the utilization of patient safety work 
product for the purposes of encouraging 
a culture of safety and of providing feed-
back and assistance to effectively mini-
mize patient risk;
the maintenance of procedures to pre-
serve confi dentiality with respect to pa-
tient safety work product;
the provision of appropriate security 
measures with respect to patient safety 
work product;
the utilization of qualifi ed staff; and
activities related to the operation of a pa-
tient safety evaluation system and to the 
provision of feedback to participants in a 
patient safety evaluation system.13 
Understanding the extent of regulations 

governing PSOs can alert health care provid-
ers and compliance offi cers that PSOs are a 
protected and structured environment for 
sharing patient safety data and using that 
data to improve outcomes. Federal support 
for PSOs is strong from regulatory agencies 
and even lawmakers. “PSQIA passed with a 
unanimous Senate vote and had only three 
no-votes in the House,” notes Dr. Jaffe. 

So how do you choose the right PSO? Dr. 
Jaffe notes that there are no prohibitions 
against joining multiple PSOs that serve dif-
ferent needs. He notes that most organiza-
tions will choose a primary PSO — typically 
one that focuses on a type of provider (e.g., 
hospitals). They also may select a geograph-
ically localized organization that will allow 
all providers in an area to share experiences 
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and information across the entire continu-
um of care. “It makes sense for organizations 
to join a PSO operating in their geographic 
area,” he says. “Providers need to be able to 
talk to one another.” He notes that PSOs may 
be provider or medical service specifi c and 
may be centered in unique areas like metro-
politan centers or rural settings.

CHPSO is an example of a hospital-focused 
regional model. CHPSO is focused on Cali-
fornia hospitals and improving outcomes in 
that state. Like many other statewide PSOs, it 
will focus on patient safety initiatives, laws, 
and regulations that are specifi c to its geo-
graphic region. A benefi t of this approach is 
that it may allow a PSO to share information 
with a group of hospitals in a way that allows 
all facilities and health care providers in that 
network to address safety concerns and im-
prove simultaneously.

PSOs also can work collaboratively across 
state lines, however. For example, on Febru-
ary 19, 2009, CHPSO was selected as one of 
the state hospital associations and PSOs to 
participate in a demonstration project that 
will study how to reduce central catheter line 
associated bloodstream infections in hospital 
intensive care units (ICUs). According to the 
press release from AHRQ, hospital associa-
tions in 10 states were selected to participate 
in the project. “States are California, Colora-
do, Florida, Massachusetts, Nebraska, North 
Carolina, Ohio, Pennsylvania, Texas, and 
Washington. In addition, the California Hos-
pital Patient Safety Organization, the North 
Carolina Center for Hospital Quality and Pa-
tient Safety, and the Ohio Patient Safety In-
stitute will participate in the project…”14 

Ultimately, AHRQ plans to aggregate de-
identifi ed data from many PSOs into a na-
tional patient safety database. The deiden-
tifi cation will be performed by the PSO Pri-
vacy Protection Center.

PSO COST

“The PSO will be a small organization in 
most cases,” says Dr. Jaffe. “Cost of joining 
should not be excessive.” PSOs also provide 
a signifi cant economy of scale: not only le-

veraging the PSO employees’ skills among 
many providers but also allowing the pro-
viders themselves to share talents and in-
sights of each others’ workforce.

A review of a variety of PSO Internet 
sites reveals that many offer packages of 
services, all of which are voluntary. Some 
offer very specifi c services, such as the 
ability to provide information or interven-
tion in a specifi c patient safety event or in-
cident. These enhanced services may in-
clude root cause analysis, continuing med-
ical education (CME) related to improving 
specifi c instances of performance, or other 
programs. The cost of joining a PSO should 
be well outweighed by the benefi ts of be-
ing able to share information with peers in 
a protected manner and develop better pa-
tient safety systems.

PSOS AND THE FUTURE OF HEALTH CARE

“Health care has become more effective but 
at the same time has become more complex 
and dangerous. The establishment of PSOs 
is all about redesigning health care deliv-
ery systems,” Dr. Jaffe concluded during 
our interview for this article. “PSOs should 
help us fi gure out how to deal with human 
fallibility…including issues like workload 
and information overload. The practice of 
medicine must change. To be safer we need 
to redesign our delivery systems to accom-
modate human fallibility. This will require 
a number of new practices, such as estab-
lishing reproducible procedures in med-
icine — like the extensive checklists that 
helped make the aviation industry one of 
the safest means of travel in the world.”
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DISCLOSURE
RICHARD P. KUSSEROW

Disclose or Not Disclose: 
That Is the Question

When Deciding Whether or Not to Self Disclose, 
Carefully Review OIG Guidance on the Subject

Our fi rm has been engaged in reviewing claims and 
arrangements for a great many hospitals. Invari-
ably, we fi nd errors, omissions, and other irregu-

larities. Always the question is raised with trepidation 
as to whether the fi ndings should result in disclosure to 
the Department of Health and Human Services (HHS) 
Offi ce of Inspector General (OIG). In only a handful of 
cases has the answer been in the affi rmative.

It is clear from our experience that many do not fully 
understand the guidance offered by the OIG on the sub-
ject and have been self disclosing when it was not neces-
sary. The purpose of this article is to help provide better 
understanding of when disclosure should or should not 
be made to the OIG.

For a number of years, the OIG has sought to encour-
age health care provider voluntary disclosure of improp-
er conduct. It has done this through a variety of written 
guidance designed to clarify when self referrals are ap-
propriate and when they are not. The primary guidance 
document on this was through the self-disclosure proto-
col (SDP) issued by the OIG in 1998. It stated:1

The OIG has long stressed the role of the health 
care industry in combating health care fraud and 
believes that health care providers can play a co-
operative role in identifying and voluntarily dis-
closing program abuses. The OIG’s use of volun-
tary self-disclosure programs, for example, is pre-
mised on a belief that health care providers must 
be willing to police themselves, correct underly-
ing problems and work with the Government to 
resolve these matters.
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Since it was fi rst published, the SDP has 
been used by a signifi cant number of pro-
viders who discover compliance problems 
and want to correct the problems, repay 
any overpayment, and move forward with 
a clean slate. This process can provide the 
provider with an effective and relatively 
effi cient means of resolving liabilities and 
avoiding becoming a defendant in a fu-
ture False Claims Act (FCA) case.  The OIG 
has stressed that voluntary self disclosure 
would result in a payment that would be 
less than those in which the government 
found the problem independent of the enti-
ty. It has remained faithful to that promise 
in that payments have been at a far lower 
rate for those parties engaged in the SDP as 
opposed to the alternative.

Disclosures have fallen into two broad 
categories — those involving overpay-
ments arising from violations of law or reg-
ulations and improper arrangements with 
referral sources.

The OIG suggested that the SDP is to be 
used after a provider conducts an internal 
review indicating that a problem exists that 
may implicate violations of federal crimi-
nal, civil, or administrative laws. In the last 
10 years, the OIG has accepted upward of 
500 disclosures; about half of the disclo-
sures for overpayments were not resolved 
through the SDP process but rather referred 
to the Medicare contractors for resolution.

When making a decision as to whether 
to self disclose overpayments, it is advis-
able to look to the OIG guidance on the 
subject. The OIG stated that its SDP is not 
to be used to report routine overpayments 
or errors:2

Matters exclusively involving over-
payments or errors that do not sug-
gest violations of law have occurred 
should be brought directly to the at-
tention of the entity (e.g., a contrac-
tor such as a carrier or an interme-
diary) that processes claims and is-
sues payment on behalf of the Gov-
ernment agency responsible for the 

particular Federal health care pro-
gram (e.g., [CNS] for matters involv-
ing Medicare). The program con-
tractors are responsible for process-
ing the refund and will review the 
circumstances surrounding the ini-
tial overpayment.

The second general category in which 
the OIG has accepted and resolved matters 
brought to its attention under SDP involved 
matters involving potential violations of the 
anti-kickback statute and the Stark laws. 
This category is likely to be much more se-
rious, especially when involving the anti-
kickback statute, a criminal statute. It is 
also an area in which the OIG and the De-
partment of Justice (DOJ) receive predicat-
ing case information through the qui tam 
provision of the FCA (the so called “Whis-
tleblower Act”). Complicating matters is 
that a self disclosure does not necessarily 
bar a relator or even DOJ from pursuing an 
FCA action.

Anyone reviewing the DOJ settlement 
agreements in health care or the OIG cor-
porate integrity agreements (CIAs) and cer-
tifi cate of compliance agreements (CCAs) 
will notice that the great majority of them 
are under the FCA but predicated by the 
violations of the anti-kickback statute. Of-
ten, Stark law violations are coupled with 
the anti-kickback statute in a case.

When a provider discovers compliance 
problems involving the Stark law alone, the 
protocol has not worked as well as other 
forms of SDP. The fact is that so many pro-
viders have self disclosed Stark violations 
that the OIG felt the need to clarify the SDP 
in that context.

On March 24, 2009, the OIG issued an 
open letter to health care providers pro-
viding further clarifi cation regarding the 
use of its SDP. Due to resource constraints, 
the OIG advised that its SDP will no lon-
ger be available to solely report violations 
of the Stark law. It will only accept future 
self disclosures under the Stark law if they 

CONTINUED ON PAGE 67
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PHARMACEUTICAL
BETSY MCCUBREY / JOHN RAH

Pharmaceutical Manufacturer 
Payments to Physicians — It’s 
Time for You to Show Your Hand

The Trend toward Greater Transparency of 
Physician Relationships Is Not Losing Steam

The April 28, 2009, Institute of Medicine’s (IOM’s) 
Confl ict of Interest in Medical Research, Education, 
and Practice report offered the latest in the move-

ment toward greater physician relationship transparen-
cy in the pharmaceutical industry. This movement is 
refl ected in various state law reporting requirements, 
recent corporate integrity agreements (CIAs) executed 
with the Offi ce of Inspector General (OIG) and deferred 
prosecution agreements with the Department of Justice 
(DOJ), voluntary efforts by pharmaceutical and device 
manufacturers themselves, and proposed federal legisla-
tion such as the Physician Payments Sunshine Act.

While it appears clear that the movement toward 
greater transparency is going to continue forward, what 
remains to be seen is what form it ultimately will take 
and what consequence there is for those subject to the 
new requirements. We discuss in this article some of the 
recent signifi cant requirements and developments in-
volving physician relationship transparency.

CORPORATE INTEGRITY AGREEMENTS

The recent CIAs entered into by Cephalon, Inc. and Eli 
Lilly and Company1 with the OIG of the Department of 
Health and Human Services (HHS), like the September 
2007 device industry settlements, require both Cepha-
lon and Eli Lilly to disclose, via their Web sites, all direct 
and indirect payments to physicians.2 These CIAs defi ne 
the term “payments” as payments or transfers of value, 
whether in cash or kind, including payments or compen-
sation for services rendered, grants, fees, honoraria, pay-
ments for research or education, food, entertainment, 
gifts, trips or travel, products or items provided for less 
than fair market value, or other economic benefi t.3 
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The CIAs require reporting aggregate 
amounts, from $0 to $10,000, $10,001 to 
$20,000, et cetera per physician for the pro-
ceeding quarter. Included among the infor-
mation that must be reported is the amount, 
in the manner listed above, the physician’s 
full name, and the city and state of the phy-
sician’s practice.4 The language of the CIAs 
does not distinguish between payments as-
sociated with consulting arrangements and 
other arrangements, including clinical re-
search arrangements and surveys.

Given the OIG’s historic trend to include 
existing CIA requirements in new agree-
ments into which it enters, there is little 
reason to believe that pharmaceutical and 
device manufacturers entering into future 
CIAs will not be subject to the same or sim-
ilar requirements.

THE PHYSICIAN PAYMENTS SUNSHINE ACT 
While the OIG has been working to en-
hance transparency through its CIAs, Con-
gress has been working on its own initia-
tives to bring greater transparency. On Jan-
uary 22, 2009, Senate Finance Committee 
Ranking Member Chuck Grassley (R-Iowa) 
introduced S. 301, the Physician Payments 
Sunshine Act of 2009.  The yet unpassed 
Act proposes an amendment to Title XI of 
the Social Security Act by adding a new sec-
tion entitled, “Transparency Reports and 
Reporting of Physician Ownership or In-
vestment Interests.”

Of particular note is the bill’s require-
ment of disclosure of payments made to 
physicians, physician medical practices, 
or physician group practices by drug and 
device manufacturers. Payments (or oth-
er transfers of value) include (1) gifts, (2) 
honoraria, (3) speaking fees, (4) consult-
ing fees, (5) travel, (6) services other than 
consulting, (7) entertainment and food, 
(8) education, (9) research, (10) charitable 
contributions, (11) royalty or license pay-
ments, (12) grants, (13) dividends, (14) 
profi t distributions, (15) stock or stock op-
tion grants, and (16) ownership or invest-
ment interests.

While there are several exceptions, in-
cluding aggregate payments of less than 
$100 during the calendar year, discounts 
(rebates), and certain educational items, 
such exceptions are limited. The Act speci-
fi es that the initial report would come in the 
form of an annual report to Congress with 
more limited summaries to the states.

Thereafter, in 2011, the reports would 
need to be available to the public (by the 
manufacturer) via Internet Web site and 
would need to include the name and busi-
ness address of the physician, the date of 
the payments, the value of the payments, 
and a description of the form and nature 
of the payment. Additionally, the name of 
the covered drug also would need to be dis-
closed in certain circumstances. Notably, 
unlike a previously proposed version of a 
similar bill, the Act is applicable to all man-
ufacturers of covered drugs as well as de-
vices, biologicals, and medical supplies.5

VOLUNTARY DISCLOSURES BY 
PHARMACEUTICAL MANUFACTURERS
Some pharmaceutical manufacturers have 
taken the initiative on transparency efforts 
and have committed to release certain infor-
mation about their own payments to physi-
cians. For example, in February 2009, Pfi z-
er Inc., the world’s largest drug manufac-
turer, announced its plans to make public-
ly available its compensation of U.S. health 
care professionals for consulting, speak-
ing engagements, and clinical trials. The 
disclosure will include payments made to 
practicing U.S. physicians and other health 
care providers, as well as principal investi-
gators, major academic institutions, and re-
search sites for clinical research.

This voluntary disclosure will make Pfi z-
er the fi rst biopharmaceutical company to 
commit to reporting payments for conduct-
ing Phase I-IV clinical trials in addition to 
disclosing payments for speaking and con-
sulting.6 The payments include those for: 

clinical development and commercial 
consulting;

CONTINUED ON PAGE 68
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BEST PRACTICE
CINDY SCHROEDER

Is It Necessary to Write a Policy 
on How to Write a Policy or 
Template?

What’s Next…Directions on How to Follow 
Directions?

Due to the enormity of this subject, this article will 
be split into two parts. Part I will focus on creat-
ing the baseline for writing a policy and creating 

the foundation for how a policy should be written. Part 
II will focus on implementation and the processes in de-
veloping and maintaining a fl uent policy structure.

I recently had an opportunity for a career change that 
led me to coordinate a massive (and quite disorganized) 
online policy system throughout our current health sys-
tem. Our health system is one of the largest hospital/
clinic systems in the upper northwest. Our services 
range from critical access and trauma center to numer-
ous regional clinics in multistates all encompassing over 
73 specialties.

After the fi rst few days of my new career, I started re-
viewing the abundant online policies and realized how 
dysfunctional many were. There were duplicates in vari-
ous departments and mixed information; some were not 
even policies but forms and checklists. How did we get 
to this level? Where do I begin?

Realizing the enormity of what I had gotten myself 
into, I could not help but drift back to a much simpler 
time in my life — a time where skipping rocks and play-
ing hopscotch engulfed my days. I had this urge to call 
my mommy, and she would make it all better with a kiss 
and a band-aide. It then dawned on me: someone had 
to teach me how to skip on one foot to play hopscotch. 
Someone had to show me how to look for that fl at rock 
and hold it just right so that it skipped across the water.

Have we gotten so technically advanced that we have 
forgotten the basic informational tools needed to func-
tion? I had to create and teach the foundation of simple 
basics. I had to create a “policy on policies.”
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WHERE DO I BEGIN?
If you already use or plan to use a tem-
plated online system policy format, co-
team this fi rst stage with an associate in 
your computer/technical department. 
With your tech team, you will need to cre-
ate the format you want as well as what 
fi elds and headers are desired. You must 
set this up before you can create your pol-
icy on policies.

Your policy on policies and template 
format must be in the same criteria for-
mat that you expect others to adhere and 
available to policy writers. There are many 
other advantages that can be helpful down 
the road, such as data fi elds for reporting, 
which you will fi nd in more detail in Part II 
of this article.

Once you have decided what fi elds you 
want mandated for all policies (e.g., “Title” 
and “Purpose”), you can go ahead and start 
your policy on how to create a policy.

THE POLICY

Data Fields/Titles/Headers
As noted above, the policy should clarify 
what will be mandated fi elds verses sug-
gested fi elds in your online template (e.g., 
headers, format, and content).

Roles and Responsibilities
Outline the roles and responsibilities of 
the policy coordinators, editors, man-
agers, and others who create and main-
tain policies. Enforce the fact that all em-
ployees are responsible for familiarizing 
themselves with your facility policies — 
not only where they are located but any 
policy that is pertinent to their current 
practice and environment.  

Standardization and Approval Process
Outline the process for policy implementa-
tion and processes for new, revised, and re-
tired or archived policies. This information 
is dependent on how you structure your 
format and processes dependent on the 
needs and tools with which to work.

Policy Development

Research

The department with the most ownership of 
a subject matter should be accountable for 
creation and all research relating to that poli-
cy. Reason being, the policy may affect great-
ly one or more other department areas. Make 
sure the policy on policies clarifi es that the 
policy writer collaborates with other depart-
ments that have a vested role and interest in 
the subject matter. This is to avoid duplication 
and mixed information of policies regarding 
the same subject throughout your system. 

Standardization
The title of your policy must be pertinent to 
the subject matter. The fi rst word of the ti-
tle is critical, and you should avoid using 
terms such as policy, policy for, manual, or 
the name of your company. For example, 
do not have a policy titled “Smith Clean-
ing Service Policy for Time Off.” If you had 
Smith Cleaning Service in every title and 
someone wanted to do a search on “clean-
ing with disinfectants,” it would take quite a 
bit of time to sort through and fi nd the pol-
icy you are looking for because every poli-
cy would come up with the word “cleaning” 
(since it is in the title of the company).

The policy must be clearly written and in 
a concise manner. It should be in a step-by-
step framework that can be understood eas-
ily by someone not working in that area. Is 
there a piece of equipment or a procedure 
that other associates would not be familiar? 
Use common, everyday words, and avoid 
abbreviations and symbols. For example, 
could you understand and follow a policy 
from construction or accounting? If you 
have to use specifi c words not commonly 
understood by others, add a list of defi ni-
tions in the policy.

The policy should use gender neutral 
language and job titles instead of personal 
names. For example, the policy should say 
“The manager of surgical services” instead 
of “Mary Smith in surgery.”

CONTINUED ON PAGE 69
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HEALTH INFORMATION MANAGEMENT
RITA A. SCICHILONE

Are We There Yet? Compliance-
Ready Computer-Assisted Coding

New Technologies Help Organizations Work 
Smarter Toward Compliance-Ready Systems

Nine years ago a report was issued by the Depart-
ment of Health and Human Services Offi ce of In-
spector General (OIG) entitled “Medical Billing 

Software and Processes Used to Prepare Claims.”1 This 
report stated that “diagnostic and service information 
about a patient visit is rarely coded directly into medical 
billing software by physicians and other medical service 
providers.” Coding is a complex activity requiring knowl-
edge of the coding systems used, the source document 
subject matter, and any guidelines or rules required for 
external reporting or internal use of the data.

Those little numbers or alpha-numeric strings are one 
of the reasons the compliance profession exists. The 
codes communicate both the “what” (services rendered, 
supplies used, substances administered) and the “why” 
(medical necessity, reason for visit, diagnostic informa-
tion) on claim forms for external use and facilitate in-
dexing and information retrieval for internal purposes. 

Electronic health records and innovation in technology 
and communication has changed signifi cantly since the 
OIG report warned about risk of software programs “in-
tentionally designed to produce improper or inaccurate 
claims.” Market research shows that there are considerably 
more options in the marketplace related to what an Ameri-
can Health Information Management Association (AHIMA) 
work group defi ned as computer-assisted coding in 2004.2,3

WHAT IS COMPUTER-ASSISTED CODING?
Computer-assisted coding is the use of computer soft-
ware that automatically generates a set of medical codes 
for review and validation or use based upon clinical docu-
mentation provided by health care practitioners.4 The cur-
rent Health Insurance Portability and Accountability Act 
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(HIPAA) code sets ICD-9-CM and HCPCS/
CPT® for the ASC X12N Professional and In-
stitutional Health Care Claims require hu-
man oversight to ensure correct classifi ca-
tion and adherence to coding guidelines for 
most code assignment. Diagnostic coding in 
particular requires record analysis and appli-
cation of coding conventions and guidelines.

There are examples of fully automated 
coding routinely used in health care oper-
ations without signifi cant data integrity is-
sues. When a service can be linked to a cor-
responding code without loss of meaning, 
it is wasteful to require a person to assign 
codes when a computer can do it faster and 
cheaper. Just as an account number is used 
to retrieve fi nancial data (e.g., bank account, 
credit card transaction, et cetera), “charge-
master or charge description master” soft-
ware links services with corresponding 
codes for billing and claims submission.

When well designed and maintained, 
software solutions facilitate data integrity 
checking and save money. The current cod-
ing workfl ow is resource intensive because 
it requires manual analysis of the source 
document for codeable conditions and ser-
vices, retrieval of the appropriate codes, ap-
plication of guidelines, then reentry of the 
coded data into systems for other uses.

Computer-assisted coding software pro-
vides recognized advantages, including:

increased productivity in code assignment;
enhanced coding made possible by built-
in compliance prompts and reminders 
and “on board” clinical references;
consistent application of reporting rules 
and guidelines; and
electronic audit trails and enhanced 
monitoring and evaluation features for 
coding accuracy reviews.
Compliance concerns by health care pro-

viders have been voiced as one of the barri-
ers toward automation of code assignments. 
Health record documentation is a complex 
process with wide variation between loca-
tion and type of facility. The potential for 
errors in code assignment affecting reim-
bursement is a signifi cant concern, both to 

facilities and payers. The added costs, along 
with a lack of industry standards or certifi -
cation of CAC system software functional-
ity, are factors affecting widespread adop-
tion. Measurable standards are required to 
confi rm that CAC software systems are reli-
able enough to satisfy data integrity needs 
for providers, payers, and patients.

The requirement to adopt ICD-10-CM and 
ICD-10-PCS by 2013 has prompted addition-
al inquiries about automated solutions from 
the health care community. The sheer num-
ber of diagnostic codes, procedure codes, 
and coding requirements were stated to be a 
factor for billing errors in the OIG report.

ICD-10-CM has more than fi ve times as 
many codes as ICD-19-CM (68,000 compared 
to 13,000) with the procedure coding system 
(ICD-10-PCS) exponentially larger by design. 
In a classifi cation system, the larger number 
of available codes facilitates linkage between 
health record entries and the codes since 
both systems provide usability improve-
ments over the 30-year-old ICD-9-CM.

Electronic health records (EHRs) also are 
expected to be an enabling factor. Well-de-
signed EHR systems will allow physicians to 
enter codifi ed information at the point of care 
into template fi elds with the assistance of us-
er-friendly interfaces. Just like account num-
bers facilitate data integrity and information 
retrieval, codes have a role to play in improv-
ing the utility and accuracy of health records 
for all stakeholders, including the patient.

Improperly designed input methods 
include:
1. limitation of coding options to providers 

such as a template or pull down menu 
that restricts choices to “covered or pay-
able” service codes;

2. fragmented procedure codes resulting 
in unbundling of charges;

3. replication functionality that enables 
copy of record entries from one record 
to another without detection;

4. steering users of the software to higher 
valued procedure codes than the service 
documentation supports;

CONTINUED ON PAGE 69
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CODING AND BILLING
MELINDA S. STEGMAN

End-Stage Renal Disease Facility 
Composite Rate: What’s Separately 
Billable and What’s Not?

A Large Proportion of Claims Could Be Billed 
Inappropriately If Facilities Fail to Pay Close Attention

Ensuring compliance with billing guidelines related 
to bundled services is one of the more diffi cult is-
sues to control in the hospital-based and indepen-

dent dialysis facility settings. As a result, there may be 
a signifi cant proportion of claims inappropriately billed 
with separate codes for laboratory services.

The Offi ce of Inspector General (OIG) released a re-
port in April 2009 — the fi ndings of which included an 
estimate of $3.9 million in overpayment for these servic-
es during calendar years 2004–2006. A small portion of 
this amount involved separately billable tests that were 
billed beyond the allowed frequency without required 
medical documentation and a small number of claims 
with undocumented test charges (i.e., no evidence that 
the tests were performed).

The Centers for Medicare & Medicaid Services (CMS) 
has established a composite payment rate for both hos-
pital-based and independent dialysis facilities, which is 
considered a comprehensive payment for all services re-
lated to dialysis treatment, with the exception of physi-
cian professional services and certain drug and laborato-
ry services that are separately billable. In addition, CMS 
specifi es the frequency (e.g., per treatment, daily, week-
ly, or monthly) with which the tests are reimbursable. In 
some cases, the tests may be performed at a higher fre-
quency and may be reimbursable if they are medically 
justifi ed by medical documentation.

SCOPE OF REVIEW

The OIG’s review covered 339,342 claims totaling 
$7,381,070 provided by 326 dialysis facilities in calendar 
years 2004–2006. National Government Services (NGS) 
was considered the fi scal intermediary for the claims re-
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viewed for this project. The review was con-
ducted between October 2007 through May 
2008 and involved 125 dialysis facilities in 
the sample.

Using CMS’ national claims history fi le, 
end-stage renal disease (ESRD) composite 
rate paid claims were matched with the 
dialysis facilities’ ESRD outpatient labora-
tory claims based on “from” and “through” 
dates. The concept of “benefi ciary quar-
ters” were used, which is comprised of all 
separately billed and reimbursed services 
that are subject to ESRD payment require-
ments that were performed for an ESRD 
benefi ciary during a calendar quarter.

Billing records, medical records (includ-
ing dialysis treatment dates, physician or-
ders, laboratory tests performed, and prog-
ress notes), claims, and remittance advice 
information was reviewed and compared. 
Generally accepted government auditing 
standards were followed, and all applicable 
Medicare laws, regulations, and guidance 
were applied. There were 12 different NGS 
contracts for ESRD services during this time 
period; a stratifi ed random sampling meth-
odology made up of 12 strata was used, one 
for each of the 12 NGS contracts.

GENERAL FINDINGS

It was determined that many of the facili-
ties had billed inappropriately for the labo-
ratory tests because they did not have suffi -
cient controls to ensure that all claims com-
plied with Medicare requirements. In addi-
tion, NGS had limited ability to identify the 
billing errors in its claim-processing system. 
The fi ndings included the following:

ESRD-related laboratory tests were appro-
priately billed and paid in 90 of the 360 
benefi ciary quarters that were sampled.
In the remaining 270 benefi ciary quarters, 
the facilities were inappropriately paid a 
total of $11,325 for the following reasons:

347 benefi ciary quarters contained er-
rors totaling $10,273 for laboratory tests 
included in the composite rate that 
should not have been billed separately;
32 benefi ciary quarters contained er-

rors totaling $827 for separately bill-
able lab tests that were billed beyond 
the allowable frequency but without 
required additional medical documen-
tation; and
nine benefi ciary quarters contained 
errors totaling $225 for undocument-
ed lab tests (i.e., no evidence could be 
produced to substantiate that the tests 
were performed).

There are more than 270 benefi ciary 
quarters in the individual error categories 
because some benefi ciary quarters had 
more than one type of error. 

DISCUSSION

So how can ESRD providers ensure that the 
claims are appropriate and only reimburs-
able services are reported? First, it is im-
portant to understand what is included in 
the composite rate and what is separately 
billable. Secondly, regulations related to 
frequency should be reviewed carefully 
and disseminated to all staff responsible for 
coding or billing for ESRD patients.

CMS uses the 50 percent rule to determine 
reimbursement for automated multichan-
nel chemistry (AMCC) tests, which specifi es 
whether CMS will pay for the laboratory ser-
vices separately. Specifi cally, the Medicare 
Claims Processing Manual, Pub. No. 100-04, 
Chapter 16, Section 40.6.1, states:

“If 50% or more of the covered tests [on a 
given date of service] are included in the 
composite rate payment, then all sub-
mitted tests for that date are included 
in the composite rate payment. In this 
case, no separate payment in addition to 
the composite rate is made for any of the 
separately billable tests.
If less than 50% of the covered tests on a giv-
en date of service are composite rate tests, 
all AMCC tests submitted for that date for 
that benefi ciary are separately payable.”
ESRD providers should be aware, howev-

er, that it is their responsibility to identify 
the AMCC tests ordered that are included in 
the composite rate and those that are not. 
The following are examples of inappropri-
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ately billed tests. Further, the manual, chap-
ter 11, section 30.2.1.B indicates that:

Certain separately billable lab 
tests (i.e., serum aluminum and 
serum ferritin) are covered rou-
tinely, i.e., without documenta-
tion of medical necessity other 
than knowledge of the patient’s 
status as an ESRD beneficiary, 
when furnished at the specified 
frequencies. If they are performed 
at a frequency greater than once 
every three months, they are cov-
ered only if accompanied by med-
ical documentation. A diagnosis of 
ESRD alone is not sufficient docu-
mentation. The medical necessi-
ty of the test(s), the nature of the 
illness or injury (diagnosis, com-
plaint, or symptom) requiring the 
performance of the test(s) must 
be present on the claim. Such in-
formation must be furnished us-
ing the ICD-9-CM coding system.

Example 1: Tests Included in the 
Composite Rate
Patient #1 had blood drawn (i.e., specimen 
collection) for a hemoglobin test with each 
dialysis treatment. Specimen collection 
and one hemoglobin test are included in 
the composite rate for each treatment. The 
dialysis facility, however, separately billed 
NGS for both the specimen collection ser-
vices and the test each time the test was 
performed.

Example 2: Separately Billable 
Composite Rate Tests Billed Without 
Accompanying Documentation

Patient #2 had a potassium test four times 
during May in conjunction with her dial-
ysis treatments. One potassium test is in-
cluded in the composite rate each month. 
The dialysis facility separately billed NGS 
for three potassium tests performed in May 
after the fi rst test. The medical records pro-

vided by the facility did not contain any 
documentation that medically justifi ed the 
three additional tests. 

Example 3: Payment Determinations 
Using the 50 Percent Rule; Incorrect 
Coding

Patient #3 had a calcium test and phospho-
rus test (both AMCC composite rate tests) 
on a single date of service. According to the 
dialysis facility’s records, this date of service 
was the only time during the month that 
these two tests were performed. Therefore, 
the tests were composite rate tests within 
the specifi ed frequency. 

The facility, however, incorrectly cod-
ed the claim to indicate that the tests were 
composite rate tests beyond the specifi ed 
frequency. NGS applied the 50 percent rule 
and thus separately paid for both tests. Be-
cause 100 percent of the tests actually per-
formed were composite rate tests, these 
two tests were not separately payable.

Example 4: Payment Determinations Using 
the 50 Percent Rule; Incomplete Billing
Patient #4 had 10 AMCC tests on a single 
date of service. According to the facility’s 
records, six of these tests were composite 
rate tests within the specifi ed frequency, 
and four were not composite rate tests. 
The facility, however, billed only for the 
four noncomposite rate tests and did not 
include the six composite rate tests on the 
claim. Because of this omission, NGS calcu-
lated that 100 percent of the tests were not 
composite rate tests and separately paid 
the claim based on the 50 percent rule. Be-
cause 60 percent of the tests were actually 
composite rate tests, none of the 10 tests 
were separately payable.

CONCLUSIONS

The OIG recommended that NGS coordi-
nate with CMS and other involved MACs to:

conduct post-payment reviews of claims 
submitted by dialysis facilities that sep-
arately billed ESRD laboratory tests to 
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identify and recover overpayment esti-
mates at $3.9 million, and
educate dialysis facility staff about 
Medicare ESRD billing requirements 
related to the types of errors identi-
fied in the review.
Staff involved in any of the coding or bill-

ing activities for ESRD and dialysis facilities 
— whether hospital-based or standalone — 

should review billing requirements care-
fully. The OIG’s full report may be viewed 
at the following link: oig.hhs.gov/oas/re-
ports/region1/10700522.pdf. Appendix A 
details the laboratory tests subject to com-
posite rate billing requirements, along with 
their corresponding current procedural ter-
minology® (CPT®) codes and specifi c bill-
ing frequency limits.



Journal of Health Care Compliance — July – August 2009 61

Christopher Young, CHC, is the 
president of Laboratory Management 
Support Services (LMSS) in Phoenix, 
Ariz. He can be reached at 602/277-

5365 or by email at cpyoung@
labcomply.com. 

LAB
CHRISTOPHER YOUNG

Electronic Health Records Pose 
Potential Compliance Liabilities 
for Clinical Laboratories

Now is the Time to Prepare by Understanding the 
Lab’s Role and What Needs to Be Done

Clinical laboratories are unique in the Medicare reg-
ulatory and payment systems for many reasons. 
The rush to implement electronic health records 

(EHRs) and e-prescribing systems to grab some share 
of the government funding that may be associated with 
that, as well as to obtain the reimbursement gains pro-
vided through EHR demonstration adoption, has created 
a risk environment with implications for laboratories in 
the area of Stark and anti-kickback regulations that may 
not exist for other providers. 

Part of the reason for this additional risk is that labs, 
unique among all other providers, have been provid-
ing legally, and relatively unchecked, free computers to 
their referral sources since the early 1990s. While use of 
these devices was limited to ordering tests and receiving 
results, they often incorporate medical necessity check-
ing, the ability to review cumulative results on a patient, 
other test-related activities, and in many cases are in-
terfaced with the physician offi ce computer system to 
facilitate the entry of patient information into the lab’s 
computer system. 

It is only recently that hospitals, pharmacies, and oth-
er providers and suppliers have been permitted to pro-
vide hardware and software to physicians, albeit for a 
different purpose, but the presence of a lab computer in 
an offi ce where a hospital or health system’s EHR sys-
tem is going to be installed can create problems. Also, 
there may be different issues when the laboratory is an 
independent lab as opposed to a hospital lab.

This column will overview briefl y these risks, and 
even though it is still early in this effort, laboratories 
need to be aware of the potential issues because the in-
vestment in these systems can be substantial, there is 
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a focus by the government fraud detection 
agencies on Stark and anti-kickback regu-
lations, and the consequences of violating 
Stark and anti-kickback regulations can be 
signifi cant.

BARRIERS TO ADOPTION OF EHRS

The single largest deterrent to physician adop-
tion of an EHR system is cost. Those who sup-
port the adoption of EHRs as a way to reduce 
costs in health care are looking at benefi ts 
to the entire health care system through im-
provements in quality of care and reduction 
of costly errors and duplication in the system 
with the benefi t coming over a long period of 
time. Many of these benefi ts do not directly 
impact physicians in their offi ce.

In fact, in the short term, there is a large 
upfront investment in hardware, software, 
maintenance, and retraining of employ-
ees with no guarantee of any near-term re-
turn on that investment. Further, changes 
in workfl ow while adopting these systems 
can affect their productivity and actually 
shift work that may have been done easi-
er or mostly by an ancillary provider, like 
a laboratory, into the physician offi ce with 
no direct benefi t to the physician.

A second important consideration raised 
by physicians and hospitals, as well as oth-
ers in the health care system, and closely 
related to cost, were certain regulations 
that prohibited larger providers like hos-
pitals, insurers, and pharmacies from pro-
viding the hardware and software to phy-
sicians to help them with the cost. These 
larger entities gain the most benefi t from 
a systemwide adoption of EHRs and would 
be willing to provide support for physician 
adoption by providing hardware and soft-
ware but for the anti-kickback and Stark 
laws that prohibit them from doing so.

THE GOVERNMENT’S SOLUTION

Recognizing the cost barrier, the govern-
ment proposed incentives through chang-
es in payment policy, for physicians and 
others who adopted EHR and e-prescribing 
systems. Demonstration projects were cre-

ated to determine the most effective ap-
proach. The basic idea was that if you ad-
opted some kind of EHR or e-prescribing 
system, that met certain government set 
criteria, you could get an increase in your 
Medicare payments.

The government also developed safe 
harbor protections under the anti-kickback 
statutes1 and an exception under the Stark 
statutes2 that would allow hospitals and oth-
er providers to provide hardware and soft-
ware to physicians at minimal cost to the 
physician. This was designed to eliminate 
the regulatory barriers to the adoption of 
EHR and EPS systems and to promote fast-
er adoption of such systems by physicians.

Finally, as part of the recent government 
stimulus legislation, more funds were di-
rected at this effort. This has spurred a 
growth in entities that offer services relat-
ed to EHRs or EHR systems.

While all of this sounds good, most of the 
money is not money that comes upfront, 
nor is it guaranteed money. The physician 
must make the investment and then meet 
the bureaucratic (e.g., paperwork) require-
ments to qualify to get the money, and 
even then there is no guarantee.

Finally, many believe that the amount of 
money an individual physician will get will 
not cover the costs incurred. This means 
that while there is real pressure to adopt 
EHRs, there is little incentive at the point 
of care to do so. From the lab industry’s 
perspective, there are no incentives at all 
to participate, and the thoughtful laborato-
ry executive will see that there is real po-
tential for the changes that we are in the 
early stages of to dramatically change the 
competitive picture in the industry. When 
there is a challenge to competition in the 
marketplace, laboratories can be expected 
to take bigger risks to remain competitive.

AFFECT ON THE CURRENT LABORATORY 
MARKETPLACE
Since labs have been using the placement 
of computers in physician offi ces as a com-
petitive edge since the early 1990s, it has 
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become somewhat of a standard service 
that a lab must offer to stay competitive. 
While it is true that many physicians, par-
ticularly smaller practices, do not necessar-
ily want or accept these devices for a vari-
ety of reasons, the laboratory that hopes to 
be competitive in the physician offi ce and 
reference lab market must have the capa-
bility to provide them. 

With the advent of EHRs systems, almost 
all of which will have the capability to or-
der laboratory tests, the standalone labora-
tory computer will have less and less value 
as adoption of EHRs spreads. Further, be-
cause of the safe harbor and Stark excep-
tions, labs will not be able to place com-
puter systems in physician offi ces that do 
anything more than order tests and receive 
results without meeting the full require-
ments of these protections.

In addition, these protections have cer-
tain criteria that may make it impossible 
for physicians to have both the lab comput-
er and the EHR system provided by a hos-
pital in their offi ce at the same time. It does 
not take much to realize that the advantage 
will fall to the hospital-based laboratory in 
the future as far as the value of a computer 
in the physician’s offi ce is concerned.

That said, the compliance risks involved 
are going to be highest during the transi-
tion to EHRs. The protections provided un-
der the safe harbor and Stark exceptions 
are not well understood by the lab industry 
or the physician community and are com-
plex. These protections actually consist of 
four separate pieces of regulation that con-
sist of an e-prescribing component under 
each law and an EHR component under 
each law. While they are similar in many 
respects, they are distinct in a manner that 
takes into account the technical differenc-
es in the two statutes.

I am not going to attempt to address the 
actual protections in this column, but I am 
trying to make the point that all laboratory 
compliance offi cers need to become famil-

iar with these regulations because as time 
goes forward compliance issues are going 
to arise related to them as physicians try to 
gain the advantages related to them while 
deferring the costs.  

SOME POTENTIAL COMPLIANCE RISKS

In many cases, physicians are looking to 
somehow defer the costs associated with im-
plementation of their EHR while still getting 
the benefi ts provided by government incen-
tives and making their practice more mar-
ketable to patients. It is here that the com-
pliance risk resides. Labs may be asked why 
they can provide a computer to a physician 
for free while the hospital has to charge 15 
percent of the cost of the computer or, as an 
extension of that, why can’t the physician 
just use the lab’s free computer for its EHR 
needs and not pay the hospital.

In other cases, the lab has paid for the 
interface between its computer and the 
physician offi ce computer and now the 
physician wants to use that same interface 
to transfer information to the hospital or 
pharmacy system. Another issue that may 
arise is that the lab gets the benefi t of the 
physician employee entering data that re-
lates to laboratory services but gets no ben-
efi t from that, so the lab should either pro-
vide an employee to do that or compensate 
the physician for doing the lab’s work.

The laboratory compliance offi cer is 
going to have to provide guidance in this 
area as it specifi cally relates to the chang-
es brought about by the adoption of EHRs 
and the incentives directed at physicians 
to adopt them. Now is the time to prepare 
by thoroughly understanding the lab’s role 
and how the safe harbor and Stark excep-
tions apply (or don’t apply) to labs, depend-
ing on individual circumstance.  

Endnotes:
1.  Federal Register / Vol. 71, No. 152 / Tuesday, August 8, 

2006 / Rules and Regulations; Page 45110.
2.  Federal Register / Vol. 71, No. 152 / Tuesday, August 8, 

2006 / Rules and Regulations; Page 45140.
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at the cutting edge to meet pay-for-perfor-
mance quality targets but also because it 
can prevent allegations of fraud based on 
poor quality of care.21 The link with quality 
initiatives and pay-for-performance creates 
a great opportunity for collaboration and 
integration of efforts for traditionally sepa-
rate programs. Compliance offi cers would 
be wise to capitalize ad address the com-
pliance risks that can arise from quality of 
care issues.

CONCLUSION

The current economic crisis has had dev-
astating consequences on many industries, 
including health care.  Some of these have 
included downsizing and a reduction of 
workforce; however, with an effective com-
pliance program and the federal govern-
ment’s heightened scrutiny of health care 
fraud and abuse, opportunities for compli-
ance growth and a compliance offi cer’s role 
are not diminishing — they are expanding. 
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2.  Ibid.
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counting of disclosures. The presumption 
is that EHRs contain, or should contain, ap-
propriate technology for easily generating 
the appropriate accounting of disclosures.

This section, along with section 13403 (b), 
“Education initiative on uses of health infor-
mation,” which instructs the Department 
of Health and Human Services to “develop 
and maintain a multifaceted national edu-
cation initiative to enhance public transpar-
ency regarding the uses of protected health 
information, including programs to educate 
individuals about the potential uses of their 
protected health information, the effects of 
such uses, and the rights of individuals with 
respect to such uses,” represents an attempt 
to provide individuals with more informa-
tion and ultimately more control over how 
their PHI is being used.

Increased use of HIT systems to create 
PHI in electronic form also creates new 
opportunities for individuals to use their 
PHI in a variety of technology-enhanced 
ways. Patients can combine information 
provided by physicians and laboratories 

HIPAA
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sistance of others from either the corporate 
offi ce or sister facilities.

Snell: What suggestions would you have for 
those trying to manage a compliance pro-
gram in a smaller-sized organization? How 
can they implement an effective compli-
ance program with limited resources?

Tormey: Implementing a compliance pro-
gram with limited resources requires a 
“sharp shooters” mentality. You need to 
limit your focus to the high-risk areas, train 
employees about how these risks can oc-
cur, train them on the consequences, and 
establish a culture whereby employees feel 
comfortable reporting suspected miscon-
duct.

The most important thing that a com-
pliance offi cer in a small facility, probably 
having additional noncompliance responsi-
bilities, can do is not try and do it all alone. 
All employees have compliance responsi-
bilities, and I would recommend actively 
involving department managers to ensure 
that their employees receive ongoing train-
ing and education relating to their respon-
sibilities.

Snell: Who do you turn to when you have 
a compliance or ethics program manage-
ment problem? Who in your network helps 
you when you get stuck?

Tormey: I have an excellent working rela-
tionship with our general counsel and one 
of our external lawyers, who I will consult 
regarding compliance or ethics manage-
ment issues.

Snell: What Web sites do you use on a regu-
lar basis?

Tormey: I use HCCA, American Health 
Lawyers Association (AHLA), the Offi ce of 
Inspector General (OIG), and the Centers 
for Medicare & Medicaid Services (CMS) 
on a regular basis.
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tial fraud, and “mere billing errors or over-
payments…should be submitted directly by 
the provider to the appropriate claims-pro-
cessing entity, such as the Medicare con-
tractor.” In retrospect, this statement by the 
OIG foreshadowed the 2009 Open Letter.

2009 OPEN LETTER

The 2009 Open Letter makes two key refi ne-
ments to the SDP. First, the 2009 Open Let-
ter narrows the scope of the SDP by stating 
that the OIG no longer will accept disclosure 
of a matter that involves liability under the 
Stark law in the absence of a colorable an-
ti-kickback statute violation. Signifi cantly, 
the Open Letter urges providers not to draw 
any inferences about the government’s ap-
proach to enforcement of the Stark law.

Second, the Open Letter establishes a 
minimum settlement amount intended to 
better allocate provider and OIG resourc-
es. For SDP submissions following the date 
of the Open Letter that are related to the 
anti-kickback statute, the OIG will require 
a minimum $50,000 settlement amount to 
resolve the matter. According to the Open 
Letter, this minimum amount is consis-
tent with the OIG’s statutory authority to 
impose a penalty of up to $50,000 for each 
kickback and an assessment of up to three 
times the total remuneration.4 The Open 
Letter notes that the OIG will continue 
to analyze the facts and circumstances of 
each disclosure to determine the appro-
priate settlement amount consistent with 
the OIG’s practice of generally resolving 
the matter near the lower end of the dam-
ages continuum.

WHERE DO WE GO NOW?
The 2009 Open Letter has left many pro-
viders wondering what this means on a go-
ing forward basis with respect to potential 
Stark law violations. There are many pro-
viders who uncover technical violations 
of the Stark law in the ordinary course of 

SETTLEMENTS
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with self-created health information in 
online PHRs; they can carry complete 
sets of their medical records with them on 
portable electronic storage devices; they 
can use various online health care man-
agement tools to help them manage their 
own chronic diseases.

Consequently, section 13405 (e), “Ac-
cess to certain information in electronic 
format,” is an attempt to make it easier for 
the individuals to use their own PHI by giv-
ing them the right to obtain a copy of pro-
tected health information in an electronic 
format if the covered entity uses an EHR. 
The individual also can direct the covered 
entity to transmit the PHI to an entity or 
person of his or her choice; for example, 
directly into a PHR or HIE.

On their face, these new provisions ap-
pear to be a reasonable attempt to provide 
increased protections to sensitive health 
care information, give individuals better 
tools for accessing and using their own re-
cords, and provide them with more control 
over how their personal health information 
is used by others. This is a laudable goal 
and likely will be seen as a step forward 
provided that the implementation of the 
rules is not so onerous as to cancel out any 
potential improvements in effectiveness 
and effi ciency.

Whether or not these provisions achieve 
the overarching goal of improving the ef-
fectiveness and effi ciency of the health 
care system will depend on whether new 
EHR, HIE, and PHR technologies incor-
porate the appropriate encryption and au-
diting technologies and if the rules, rec-
ommendations, and guidance documents 
that map out compliance details adequate-
ly consider the cost and other administra-
tive burdens of implementing the new 
technologies, policies, and procedures re-
quired for compliance.

Endnotes:
1. ARRA section 13402(h)(2).
2. CFR 154.528(a)(1)(i).
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compliance reviews or other audits. In the 
past, in an attempt to act ethically and co-
operate fully with the OIG, many of these 
providers self-disclosed these potential vio-
lations to the OIG under the SDP. Today, 
however, without any evidence of an intent 
to induce referrals, providers no longer are 
permitted to utilize the SDP.

Interestingly, and ironically, through the 
2009 Open Letter’s refi nements to the SDP, 
the OIG has limited provider opportuni-
ties to work cooperatively with the govern-
ment and receive lesser penalties and few-
er integrity obligations to those providers 
whose actions were undertaken with the 
specifi c intent to induce referrals. Provid-
ers who violate the Stark law through no in-
tentional wrongdoing (i.e., without specifi c 
intent to violate either the Stark law or the 
anti-kickback statute), on the other hand, 
are excluded from this benefi t.

In light of the 2009 Open Letter, provid-
ers who discover Stark law violations should 
evaluate seriously the facts surrounding the 
violation and the decision of whether and to 
whom to disclose. Seeking acceptance into 
the SDP by arguing that there is evidence 
of an anti-kickback statute violation has 
the potential for signifi cant consequences. 
Without an accompanying colorable anti-
kickback statute violation, however, provid-
ers have fewer options with respect to dis-
closing and resolving Stark law violations.

For example, providers may disclose the 
matter to the OIG outside of the SDP, but 
the means for doing so are less clear, and 
the potential benefi ts for being forthcom-
ing and cooperative are not guaranteed. 
Thus, potential risk and liability is greater 
than under the SDP. Alternatively, follow-
ing the OIG’s guidance in the 2008 Open 
Letter, providers who determine that the 
conduct at issue constitutes a mere bill-
ing error or overpayment may submit the 
overpayment directly to the appropriate 
claims-processing entity, such as the Medi-
care contractor.

The ability of Medicare contractors to 
analyze Stark law matters is unclear, how-

DISCLOSURE
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also involve a “colorable anti-kickback stat-
ute violation.” Further, the OIG advised 
that for “kickback-related submissions ac-
cepted into the SDP…, [and those coupled 
with Stark law violations], we will require 
a minimum $50,000 settlement amount to 
resolve the matter.”3 Thus, with respect to 
Stark law technical violations, the OIG will 
no longer accept self disclosures.

It is worth noting that at the present point 
in time there is no offi ce within either HHS 
or CMS specifi cally charged with accept-
ing and resolving self disclosures of poten-
tial Stark law technical violations. Before 
anyone comes to the conclusion that they 
can ignore the Stark laws, however, keep in 
mind that CMS continues in its intention to 
audit hospitals for Stark law compliance.

Pending are plans to survey hospitals on 
their physician relationships through the 
Disclosure of Financial Relationships Re-
port (DFRR) to be certifi ed by senior hos-
pital management.  These reports are de-
signed to examine fi nancial relationships 
between hospitals and referring physicians. 
Should this plan proceed to execution it 
will place hospitals with improper physi-
cian arrangements in a diffi cult position. 
As such, hospitals should continue the re-
view of all their physician relationships as 

ever. Furthermore, Medicare contractors 
likely have no authority to waive the full 
statutory Stark law damages, thus subject-
ing providers to potentially draconian pen-
alties. Providers also may disclose mat-
ters to their local U.S. attorney’s offi ce, but 
again, it is unclear whether this approach 
can achieve the benefi ts generally afforded 
under the SDP.

Endnotes:
1. 63 Fed. Reg. 58399 (Oct. 30, 1998).
2. Id.
3. 63 Fed. Reg. 58399, 58401 (Oct. 30, 1998).
4. 42 U.S.C. § 1320a-7a(a)(7).
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promotional speaking;
Phase I-IV clinical trials;
investigator-initiated research; and
meals and other nonmonetary items.7 
Pfi zer’s announcement has been followed 

by others offering varying levels of transpar-
ency — including Johnson & Johnson’s May 
7th press release that it would begin to vol-
untarily disclose payments made to physi-
cians by its U.S. pharmaceutical, medial de-
vice, and diagnostic companies.8 Johnson & 
Johnson did not provide additional details as 
to what is included in payment, but its strong 
public support of the Sunshine Act implies 
that its initiative likely would take compo-
nents from the proposed legislation.9

IOM REPORT

The next addition in this succession toward 
greater transparency was the April 28, 2009, 

PHARMACEUTICAL
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part of their auditing and monitoring — not 
only in connection with the anti-kickback 
statute but also the Stark laws.

The answer to the question — disclose or 
not disclose — is to make careful reading of 
the guidance offered by the OIG. For over-
payments and errors that do not suggest vi-
olations of the law, SDP is not the answer; 
instead, it should be brought directly to the 
attention of the contractor that processes 
claims. For self-disclosures under the anti-
kickback statute, keep in mind that this is a 
specifi c intent crime requiring evidence of 
willful violation. This means that one of the 
purposes of the arrangement was to provide 
a fl ow of benefi t in return for expected busi-
ness. Evidence that this exists requires dis-
closure. For self disclosures under the Stark 
law, ensure there is evidence of a “colorable” 
anti-kickback statute violation.

Endnotes:
1.  See 63 Fed. Reg. 58399 (October 30, 1998).
2.  See 63 Fed. Reg. at 58400.
3.  See www.oig.hhs.gov/fraud/docs/openletter.

IOM report. As stated by Bernard Lo, chair 
of the committee that wrote the report, “It is 
time to end a number of long-accepted prac-
tices that create unacceptable confl icts of 
interest, threaten the integrity of the medi-
cal profession, and erode public trust while 
providing no meaningful benefi ts to patients 
or society.”10 The report called on Congress 
to require pharmaceutical companies (and 
their foundations) to report, through a public 
Web site, the payments they make to doctors, 
researchers, academic health centers, pro-
fessional societies, patient advocacy groups, 
and others involved in medicine.

According to the report, a public record 
of this sort could serve as a deterrent to 
inappropriate relationships and undue in-
dustry infl uence. Of note is the difference 
between the Sunshine Act and the IOM re-
port. As noted above, that Act only applies 
to physicians, physician medical practices, 
and practice groups. The report asks Con-
gress to require public reporting on pay-
ments to researchers, institutions, profes-
sional societies, patient advocacy and dis-
ease specifi c groups, and providers of med-
ical education.

APPLICATION

As evidenced by the various initiatives im-
pacting transparency, the question is not 
whether greater transparency of physician 
relationships will be forthcoming; the ques-
tion is what impact the required transparen-
cy will have on manufacturers, physicians, 
and consumers. While many, including 
Grassley, Kohl, and those behind the IOM re-
port, argue that greater transparency inevita-
bly will result in a reduction in the number 
of confl icts of interest and improve the un-
derlying integrity of the physician-patient re-
lationship, others continue to argue that such 
broad requirements could result in a hesita-
tion on the part of manufacturers to provide, 
or physicians to accept, certain forms of pay-
ment including professional education. Such 
groups argue that loss of industry-support-
ed professional education would decrease 
the quality of continuing medical education 
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Risk
Common questions that may help deter-
mine if your facility is at high risk due to 
the lack of a policy on a specifi c topic or is-
sue include the following:

Will the policy help improve patient safe-
ty or quality of care by describing expec-
tations, standards of practice?
Is the subject matter a regulatory stan-
dard that requires a written policy or 
specifi c course of action?
Is the subject matter a matter of com-
mon sense and standard of practice that 
is found in textbooks?
Is your policy enforceable?
Do not create policies that you cannot en-

force because you are setting yourself up for 
liability. Make sure you clarify in your poli-
cy the meaning of “must” and “should.”

References  
Last but not least, the policy should have 
references to support any governing over-
sight and evidence-based standards. This 
provides validation for those who are edu-
cating and those who are implementing.

BEST PRACTICE
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(CME) as well as the opportunity for those 
serving underserved areas to have access to 
the high-quality CMEs that are often offered 
or supported by industry.11

Whether through CIAs, legislation, 
or some other means, the trend toward 
greater transparency of physician rela-
tionships in the pharmaceutical space is 
not losing steam. The inclusion of disclo-
sures in the recent CIAs, and the latest 
IOM report in conjunction with the pro-
posed Act, should serve as a wake-up call 
to manufacturers of all sizes.

The levels of transparency being called 
for are increasing, and while we do not yet 
know if the required transparency will take 
the form of the currently proposed Sun-
shine Act, or something broader, such as 
what is called for in the IOM report, it is 
certain that pharmaceutical manufacturers 
will be required to provide greater public 
access to their physician relationships and 
payments. Accordingly, now is the time 
for manufacturers to take stock of their ex-
isting confl ict of interest policies, related 
training materials for employees, and the 
processes they have in place to track and 
audit physician payments so that these en-
tities can be prepared when they are asked 
to show their hand.
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5. inappropriate programming or use of 
“default” code assignments to infl uence 
reimbursement; and

6. programming a specifi c service with two 
sets of codes to affect payment — for exam-
ple, the OIG report listed a case in which 
emergency room physicians were contract-
ed for services by a hospital; the physicians 
were paid based on code provided to the 
hospital while the hospital used a different 
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set of codes for reporting services and kept 
the higher amount from upcoding.
Well-designed computer-assisted soft-

ware includes:
1. built-in fraud and abuse detection and 

prevention tools;
2. interactive informational software that 

provides reminders and prompts con-
cerning compliance requirements for 
correct code use and reporting;

3. audit trails that follow the process from 
source information to code assignment;

4. adherence to all coding conventions and 
rules; and

5. analytic reports that reveal trends and 
scores to detect unusual coding pat-
terns that detect fraud or abusive bill-
ing practices.
More research is needed to increase the 

comfort level by the industry in the mer-
its and compliance readiness for additional 
automation of the coding process. Automat-
ed Coding Software: Development and Use 
to Enhance Anti-Fraud activities provided 
foundational information in 2005,5 but the 

environment has changed. Demands are 
great for coding accuracy and complete-
ness; we have workforce shortages requir-
ing smart use of knowledge workers and 
increased productivity to allow us to work 
smarter toward compliance-ready systems. 
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