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An Effective Solution Must Be Able to Integrate 
Decision Support and Technology with 
Experienced Services

With the advent of compliance guidance docu-
ments from the Offi ce of Inspector General 
(OIG), organizations developed compliance 

guidance, many by just pasting in plans derived from 
consultants, conferences, and law fi rms. In some cases, 
it called to mind “paint by numbers.”

In the last several years it has become apparent that 
compliance programs have been evolving and that plans 
and programs without genuine substance just will not 
cut it. The OIG has been stressing the importance of be-
ing able to evidence program effectiveness through ag-
gressive auditing and monitoring of identifi ed high-risk 
areas, as well as the compliance program itself.

In addition, new compliance expectations have arisen as 
a result of the Health Insurance Portability and Accountabil-
ity Act of 1996 (HIPAA) privacy and security rules, the Sar-
banes-Oxley Act, research compliance, et cetera. Currently, 
more and more is being heard about enterprise risk man-
agement. This article is designed to speak to this subject.

For the past 15 years, our fi rm has defi ned compliance 
program objectives broadly in terms of reducing the like-
lihood of unwanted events that could give rise to liabili-
ty. Certainly, an audit or investigation by the government 
for legal or regulatory violations would qualify as such an 
event; however, there are many other types of problems 
that meet this defi nition but do not fall within the bailiwick 
of the OIG, Department of Justice (DOJ), CMS, or other 
enforcement agencies.

Most of the areas that could give rise to liability are in 
the operational areas not associated directly with reim-
bursement or arrangements with those who refer busi-
ness. For most there are more risks of liability arising 
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from human resource issues than OIG is-
sues and more fear of tort litigation than 
OIG enforcement actions. The fact is that 
the above defi nition could easily refer to 
“risk management.”

The shifting demographics, rapid advance-
ments in technology, soaring costs, and recent 
historic Medicare legislation all contribute to 
the potential for a crisis within the U.S. health 
care system. The unprecedented size of the ag-
ing population along with major advances in 
pharmaceuticals and medical technology are 
escalating health care costs for both the pri-
vate sector and government health care pro-
grams, creating by far the biggest challenge 
facing both government and industry.

The continuation and confl uence of all 
these factors will mean more federal health 
care spending, incredibly soaring budget 
defi cits, and rigorously stepped up scruti-
ny of the industry.  It is not hard to predict 
that there will be an increase in industry 
regulation and intense oversight focus on 
efforts to ferret out fraud, waste, and abuse 
— before considering legislation to reduce 
coverage or raise the eligibility age.

In this environment, it will become critical 
for organizations to fi nd more effi cient and 
proactive means to managing regulatory com-
pliance risks that require early identifi cation 
and monitoring of all risk areas. As new and 
more rigorous regulatory standards are en-
forced by new government contractors such 
as the Medicare administrative contractors, or-
ganizations will be forced to adopt compliance 
risk management identifi cation and monitor-
ing solutions as part of new business strate-
gies and information technology operations.

This requires a comprehensive compliance 
risk management solution to manage the vari-
ous aspects of compliance and detect and pre-
vent fraud and abuse on an enterprise-wide 
basis. Notwithstanding many who offer a va-

riety of compliance services, there exists a no-
ticeable gap in offerings of total compliance 
risk management solutions that integrate with 
an organization’s business processes.

Unlike other industries, such as fi nance 
and accounting, that have used enterprise 
risk management in business strategies for 
years (e.g., Committee of Sponsoring Orga-
nizations (COSO) framework), the health 
care industry’s approach to compliance and 
risk management have typically consisted 
of ad hoc approaches that do not integrate 
with the vast data that are at the foundation 
of a health care organization. The enormous 
array of data within a hospital system, for 
example, when accessed and processed ap-
propriately can help identify, analyze, prior-
itize, and monitor risks related to regulatory 
compliance issues of many different types.

An enterprise compliance risk manage-
ment solution must be able to integrate de-
cision support and expert technology with 
experienced compliance management ser-
vices to assist in identifying compliance risks 
and managing remediation and mitigation 
efforts as an enterprise-wide system within 
the company. It must enable the organiza-
tion’s compliance management to a) identify 
the universe of potential compliance risks; b) 
measure the probability and impact of risks 
with standardized metrics; c) design, imple-
ment, and track remediation and mitigation 
for each compliance risk; d) monitor and re-
port identifi ed risk areas on an ongoing basis 
with real-time data; and e) continually iden-
tify new risks and re-baseline risk manage-
ment activities to ensure prioritized focus.

For those preparing for the future now with 
an enterprise-wide risk management compli-
ance program, there is time. For those who 
wait to invest in this new approach, there will 
be “future shock” and little time to adjust to ex-
pected new increasing compliance demands.

Risk Management

Reprinted from Journal of Health Care Compliance, Volume 9, Number 4, July-August 2007, 
pages 55-56, with permission from CCH and Aspen Publishers, Wolters Kluwer businesses. 

For permission to reprint, e-mail permissions@cch.com.

onmeent, wi becom
ffi
me criticaal

d

ret out f
siderin

raud
g le

ov
, 

gis
was
lat

ste, 
tion

and
t

d ab
red

se
ce

v c
and

astoes
man

sist 
agin

in i
g 

til

ageoveera

on
f

e 
o f

—

re
fef
egu
ffffor

— b

ula
rts

befo

tio
s to
ore coco


