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EFFECTIVENESS
CATIE HEINDEL

Auditing Emails: A Useful Method 
for Testing Compliance Program 
Effectiveness

Five Important Steps to Help Organizations 
Evaluate Their Program’s Effectiveness

Email is the most common form of communication 
used by organizations today. This means that any 
views, quotes, or discussions made in a company 

email can be seen to be representative of the organiza-
tion; however, given the common, casual form of email, 
people often grow careless in what information they in-
clude when communicating with other employees, cli-
ents, or colleagues. Therefore, email records provide the 
perfect type of evidence for the government to prove 
health care fraud and abuse cases.

Virtually all successful anti-kickback cases begin with 
a single subpoena requesting emails related to the case 
issue (for example, physician arrangements). In most 
cases, the government is able to fi nd damaging informa-
tion that can be used to support the allegations against 
the organization. Additionally, simply hitting the “de-
lete” button does not eliminate the email entirely. So-
phisticated software can retrieve a message even after 
it has been deleted. Therefore, where an organization’s 
records are subpoenaed, an email may be used as evi-
dence even after deletion.

The Department of Health and Human Services (HHS) 
Offi ce of Inspector General (OIG), in its compliance 
program guidance for health care entities, consistently 
states that organizations should conduct “ongoing audit-
ing and monitoring” of compliance programs to ensure 
effectiveness. While organizations may provide compli-
ance education and training to all employees, there is no 
one way to ensure that employees understand and act 
in conformance with compliance rules and regulations; 
however, one possible way to audit compliance program 
effectiveness is to perform a review of employee email 
communications.
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As any email communication made or 
received by an employee using his or her 
company email address is the property of 
the organization, these records provide a 
wealth of information for review. An email 
audit can help organizations understand 
how employees internalize compliance ed-
ucation and training and may uncover the 
existence of potential compliance risks.

Where an organization decides to con-
duct an electronic communication review, 
there are fi ve important steps that it should 
follow. This article will outline these steps 
and provide important information to con-
sider during this type of review.

The fi ve steps are as follows:  
1. Review organization policies and procedures 

regarding email communication use.
2. Identify a sample group of email com-

munications to review.
3. Audit email communication in the sam-

ple group and identify potential and/or 
actual compliance issues.

4. Interview individuals involved in poten-
tial and/or actual compliance issues.

5. Develop and implement a remediation 
plan.

STEP ONE

An organization should have strict poli-
cies in place to ensure that employees are 
aware that they are prohibited from us-
ing company communication systems for 
purposes that are illegal or otherwise con-
trary to the organization’s business pur-
pose. Such policies may be outlined in hu-
man resources department guides, through 
an organizational code of conduct, and/or 
by having employees sign an agreement 
whereby they promise to only use the In-
ternet/email for the purposes necessary to 
complete their job description.

Employees also should be aware that 
any communications made using company 
email are the property of the organization 
and not the property of the individual em-
ployee. Employees should presume no ex-
pectation of privacy in anything they cre-
ate, store, send, or receive on the compa-

ny computer and telephonic systems. To 
clarify and avoid problematic scenarios, or-
ganization communications to employees 
should include examples of correct and in-
correct usage of email/Internet resources. 
Reviewers should be familiar with all orga-
nization policies and procedures regarding 
email communication use before conduct-
ing the audit.

STEP TWO

Before beginning the review, it is neces-
sary to identify the sample size and type 
of email communications that will be re-
viewed. Organizations may decide to do 
a general compliance audit or conduct a 
more focused review that identifi es emails 
received and sent by particular employees/
employee groups or regarding specifi c sub-
ject areas. Where necessary, the focus of a 
review also can be determined by conduct-
ing a risk assessment, examining past hot 
line compliance issues reported, or consid-
ering issues that receive the most attention 
from government regulators.

When determining the sample size of 
emails to review, organizations should take 
into consideration the resources available 
to conduct the audit. Larger email review 
projects can take signifi cant time but will 
produce more thorough results. Organiza-
tions can focus on a particular time period 
(e.g., one year, six months) to limit the re-
view sample size.

STEP THREE

Once the sample group of emails has been 
identifi ed, the organization should decide 
how to conduct the review in an effi cient 
and effective manner. Depending on the 
organization’s information technology net-
work design, reviewers may want to use 
a software program to help facilitate and 
streamline the electronic document review 
process.  Several programs exist that allow 
organizations to store, organize, and review 
all audited documents electronically. Us-
ing these products, reviewers can identify 
records that have already been reviewed, 
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as well as utilize program components to 
fl ag specifi c documents that contain poten-
tial and/or actual issues.

Additionally, some software programs al-
low reviewers to conduct keyword searches 
throughout the sample documents, which 
is extremely useful for reviews that are fo-
cused on specifi c risk areas. Once the email 
sample has been reviewed, auditors should 
develop a comprehensive list of any poten-
tial or actual compliance issues identifi ed.

STEP FOUR

If potential or actual compliance issues are 
identifi ed during the review processes, an 
investigation should be initiated for each 
relevant issue; however, the relevance of an 
issue may not be apparent by looking only 
at the email involved. Therefore, organiza-
tions will want to conduct interviews with 
the employees (sender/receiver of email) 
involved with the identifi ed issue.

Interviews should include a discussion of 
the potential compliance issue and should 
seek to further fl ush out the nature and de-
gree of employee involvement. Additionally, 
interviews should address the employee’s 
knowledge of applicable federal and state 
laws and regulations regarding specifi c is-
sues as well as related organization policies 
and procedures. Organizations may want to 
consider having legal counsel present to fur-
ther protect against future liability.

STEP FIVE

Where an actual compliance issue is identi-
fi ed during the document review and con-
fi rmed through the interview process, the 
organization should develop and imple-
ment, as expediently as possible, a reme-
diation plan. The remediation plan should 
outline the actions to be taken to handle 
the compliance issue. The plan may sug-

gest further investigative action or recom-
mend potential sanction activity be taken 
by human resources.

Depending on the type of compliance is-
sue, disclosure to state and federal govern-
ment departments also may be required. 
Additionally, where necessary, organiza-
tions should ensure that the issue is dis-
cussed and/or reported to appropriate se-
nior-level management and/or board of di-
rectors.  Any progress with the remediation 
plan should be documented and reviewed. 
Again, when developing the remediation 
plan, the compliance offi ce should ensure 
that both human resources and legal de-
partments are involved.

CONCLUSION

By following the fi ve steps listed above, 
organizations now have another review 
methodology to help evaluate their com-
pliance program’s effectiveness. As noted 
before, the detail and magnitude of the re-
view will depend on an organization’s re-
sources. Before conducting an internal re-
view, organizations should ensure that the 
employees involved can provide an inde-
pendent, unbiased outlook on potential in-
ternal defi ciencies.

Alternatively, organizations also should 
consider having the review performed by 
an external resource (e.g., a compliance 
consultant), who can provide both inde-
pendent defi ciency fi ndings and recom-
mendations for remediation. Further, as 
noted above, this type of document review 
potentially may result in the identifi ca-
tion of a sensitive, disclosable event.  For 
that reason, organizations should seriously 
consider engaging an outside consultant to 
perform the audit under the direction of le-
gal counsel to ensure that the organization 
appropriately protects itself from liability.
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