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Is your hospital
environmentally and
physically secure?

By William C. Moran

Editor’s note: William C. Moran is
Senior Vice President with Strategic
Management in the firm’s Chicago
office. He may be contacted by
telephone at 847/828-3515 or by

e-mail at wmoran@strategicm.com.

re patients, hospital staff,

and the public protected

in your hospital environ-
ment? What laws and regulations
might the Compliance office
help to enforce to ensure protec-
tion from physical and material
harm? This article will address
these questions by examining two
important compliance categories:
Environmental health and safety,
and physical security.

Environmental health and safety
Although the hospital setting is

one of healing and comfort, it also
includes certain dangers. Hospitals
contain hazardous chemicals,
chemotherapeutic drugs, radioac-
tive material, and infectious matter,
among other threatening items. For
this reason, the Occupational Safety
and Health Administration enforces
laws and regulations to ensure

protection against these exposures.

In addition there are also dangers

from fire and smoke that can be

particularly perilous for vulner-
able hospital patients. Life Safety
Codes have been promulgated to
address these problems and are
enforced by the Environmental
Protection Agency, and reviewed
every three years by The Joint
Commission. Some states and
municipalities also have laws and
regulations concerning hazardous

material and fire safety.

In order to remediate the risks of

environmental health and safety, we

recommend the Compliance office,

as part of its annual risk assessment,

include the following topics:

M Hazardous exposure control plan

M Engineering and work practice
controls

M Personal protective equipment

M Regulated waste containment

M Post-exposure evaluation and
follow-up

M Fire and safety plan

M Building design, fire protection
features and furnishings

M Fire drills and fire alarm
notifications

M Maintenance of fire-safety
equipment and building features

Most of the work related to the
above topics will be the respon-

sibility of the Engineering staff,

Public Safety staff, Patient Care
Services, and others, but the
Compliance office should ask
questions during the annual risk
assessment to ensure adequate

remediation is actually occurring.

Physical security

Patients, hospital staff, and the
public need to be protected from
physical harm on both a day-to-day
basis and in the event of an unusual
circumstance, such as a natural
viral epidemic, bioterrorism attack,
or major accident. The day-to-day
events would include possible harm
from robbery, stolen identification,
or a violent altercation. The unusual
circumstance of an epidemic,
attack, or accident could result in
hospital overcrowding, spread of
disease, or panic for certain medica-
tions or procedures. Preparation

for and implementation actions for
both day-to-day events and unusual
circumstances need to be in place.
Most of the laws that apply in these
situations are local and state statutes
that require close coordination

with nearby police, fire, and other

emergency per sonnel.

In order to remediate the risks

associated with physical security, we

recommend the Compliance office,
as part of its annual risk assessment,
review the following items:

B Know who is in the facility,
including patients, staff, and
the public

B Know what materials come in and

out of the building
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M Respond to disruptive behavior

M Respond to weapons in the building

M Secure drugs, toxic material, and hazardous waste
M Have sufficient security technology

M Know your security personnel

Again, most of the work on physical security will be
handled by Public Safety staff, Engineering staff, the
Pharmacy department, Human Resources, and patient
care staff, but the Compliance office should ensure that
remedial steps are being taken to address these topics.

Compliance offices focus primarily on laws and regu-
lations dealing with Medicare and Medicaid pay-
ments, and Food and Drug Administration (FDA)
and Ofhice of Civil Rights (OCR) regulations. Risks
associated with the Anti-kickback Statute, cost
reports, claims submission, HIPAA, EMTALA,
Physicians at Teaching Hospitals (PATH), Quality,
laboratories, clinical research, and corporate gov-
ernance are the more usual compliance categories.
However, other federal, state, and local statutes and
regulations need to be considered when examining
the overall risks in the hospital. Keeping the hospital
safe and secure from environmental and physical
harm certainly must be included as part of any

comprehensive risk assessment. M
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